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Abstract

Contemporary organizations and society are challenged unlike ever before by climate change, cybersecurity,
and supply chain earthquakes, pandemics, and infrastructure breakdowns and require innovative solutions to
create resilient systems. This literature review discusses the way in which the coming together of artificial
intelligence, machine learning, internet of things, big data analytics, and blockchain technologies in unison
can increase resilience in various areas. The research problem revolves around the ways these emerging
technologies can be used hand in hand with each other and result in the following outcomes: predictive
capabilities, adaptive response, distributed trust mechanism, and real time intelligence which makes systems
resilient. This review integrates the existing studies on the topics of smart cities, healthcare system, supply
chain management, disaster response, the protection of critical infrastructure, and financial services,
following the PRISMA approach. It has been found that cohesive technology solutions show a higher level
of resilience performance relative to isolated ones, especially increased situational awareness and automated
deep decision-making, decentralized governance, and procedural accountability. Important observations
suggest that predictive analytics powered by Al with the use of [oT sensor networks make a reaction to risks
in advance possible, whereas blockchain holds the data integrity and its credibility in distributed systems.
But there have remained considerable gaps on the realms of standardization, interoperability issues, ethical
concern, energy consumption as well as scalability drawbacks.

Keywords: Artificial intelligence, Resilience, Machine learning, Predictive analytics, Big data analytics,
Sustainability.

1. Introduction

The modern globalized world poses more emerging sophisticated and intertwined problems that
jeopardize the stability and persistence of the key systems in various industries [ 1-3]. Combine the effect
of frightening natural catastrophes caused by climate change with the advanced cyberattacks on key
infrastructure, global pandemic upheavals and runaway supply chain crashes, organizations and
societies need to learn to build resiliency, adapt to, and resettle following unanticipated shocks and
strains [2]. Resilience, which was traditionally viewed as the ability to recover after adversity has taken
a multidimensional approach that involves anticipation, absorption, adaptation and transformation to
respond to the disturbances without altering fundamental functions and values.

The revolution of digital transformation with its strong technological opportunities radically changes
the conceptualization of resilience, the way it can be designed and implemented [2,4,5]. Artificial
Intelligence allows systems to identify abnormalities and be intelligent under unpredictability through
being informed about historical patterns and making decisions [6-8]. Machine Learning algorithms run
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through massive amounts of data to extract some latent correlation patterns, project what will happen
next and self-enhance the experience [9,10]. The Internet of Things establishes ubiquitous sensing and
acting networks, which give new insight into physical spaces and make it possible to intervene. Big
Data Analytics converts mass amounts of information into empirical insights utilizing advanced
processing, recognition, and visualization tools. Blockchain technology entails the creation of
distributed trust schemes, data integrity, and facilitating clear coordination without centralized
authorities.

The five pillars of technologies are not just stand-alone disruptive innovation and, when combined,
generate their synergistic power to increase the potential of resilience building in various fields of use.
Smart cities take advantage of the IoT sensors to track the state of infrastructure, the Al-based algorithms
to streamline the resource deployment, the big data services to unify heterogeneous flow of information,
and blockchain to protect critical transactions [11-13]. Medical Al is used in prediction of diseases,
constant monitoring of patients with the help of IoT, detection of outbreaks with the help of analytics,
and safeguarding of medical records with the help of distributed registries [2,14-17]. The Al demand
forecasting, loT shipment tracking, analytics risk assessment, and blockchain provenance verification
are all used in the supply chains [9,18-21]. Emergency response engagements incorporate real-time
sensor information, predictive models, analytical dashboards and decentralized coordination standards
to provide preparedness and response effectiveness. This amalgamation of such technologies meets
basic resiliency needs in manner that the single technologies cannot perform on their own. The
intelligence layer, which helps systems to learn, predict, and adapt themselves, is offered by Al and
machine learning. Internet of Things defines the layer of sensing and actuation which bridges digital
intelligence and physical space. The big data analytics develops the processing and integration layer
that will optimize raw information into understandable insights. The blockchain provides a layer of trust
and security that ensures trust, transparency, and accountability in the distributed environment. The
combination of these technologies facilitates end-to-end resilience systems that are typified by
situational awareness, predictive capacity, adaptive actions, distributed coordination and continuous
learning.

Recent studies indicate a strong future in the application in many different areas, however, there are still
major complications to achieving the full potential of integrated technology solutions to resilience
implementation [22,23]. Such technical barriers are interoperability between heterogeneous systems,
scalability when dealing with massive data streams in real-time, timing characteristics of time-sensitive
applications, and energy use that is especially important in resource-constrained IoT devices and
computationally complex blockchain system functions [24-26]. One of the organizational issues is that
the complexity of governance within a multi-stakeholder environment, the lack of expertise to build and
run advanced technological systems, and the reluctance of organizations to change because of
entrenched customs and challenges in quantifying the outcomes of resilience projects [27,28]. The
societal aspects include the issue of privacy that surrounds pervasive sensing and data gathering,
questions about ethics of automated decision-making with severe human implications, issues of equity
in accessing highly innovative resilience technologies, and regulatory uncertainties on the fast-changing
technological environments [19,29-31]. The need to establish robust systems has grown at a higher pace
in the last few years. Climate change is experienced in the form of extremes of weather that are more
frequent and severe and put a strain on infrastructure, affect services, and pose a danger to life. The
COVID-19 pandemic revealed the weak points of healthcare systems and supply chains along with
social structures and showed the possibilities of technological response as well as its limitations. The
increase in cyber threats of critical infrastructure such as power systems, water systems, transport
networks, and financial services during the last few years calls on advanced defensive and recovery
tools. There is increasing geopolitical tension and economic instability, which results in complicated
interdependencies in which localised disturbances spread throughout world networks. A combination of
these converging forces requires novel strategies using innovative technologies to predict threats,
reinforce them, be able to adapt quickly and recycle swiftly [32,33]. The past literature has touched
upon single technologies and the particular way they contribute to resilience in specific aspects. Studies
of Al based disaster response focus on predictive modeling and optimization of resources. Research on
the IoT applications explores the sensor network implementations in infrastructure surveillance [34-36].
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The research on big data analytics is aimed at processing structures and patter recognition methods.
Research into blockchain technology is examining the topic of distributed consensus and smart contract
implementation. The study of machine learning comes up with algorithms of detecting anomalies,
classifying and predicting. Nevertheless, a more detailed synthesis of the combined application of all
the five technologies to resilience in a variety of sectors is still inadequate.

Even though much work has been done regarding the individual-based technologies and applications-
specific, there are some critical gaps in the existing literature. To begin with, the majority of the studies
consider technology separately, without studying the synergy when Al, machine learning, IoT, big data
analytics, and blockchain are implemented as a system. Literature does not have detailed patterns which
explicitly set up interactions, dependencies and emergent features of the convergence of technology.
Second, the empirical data that shows the benefits of resiliency due to the introduction of integrated
technology implementations is limited, and there is only a small number of longitudinal research studies
that can trace the workability of the system using actual disruption. Third, the relative studies that
compare different technological set ups, methods of implementation and governance structures are non-
existent to inform practitioners on the most effective ones to use in different contexts.

Fourth, available studies fail to focus on the key issues of implementation such as the need to have
standardization features to enable multi-vendor interoperability, architectural designs that can support
scalable real-time processing, energy-efficient implementations that can be used in resource-constrained
settings, and the security model that could resist the attack of advanced adversaries. Fifth, moral aspects
are not tackled well enough, especially on the subject of algorithmic prejudices in artificial decision-
making, implications of surveillance through widespread monitoring, ownership of data in distributed
systems, and fair allocation of access to resilience-enhancing technologies. Sixth, the literature does not
have much advice on economic models that are the most suitable way of valuing resilience investments,
especially those involving low-probability high-impact events in which conventional cost-benefit
calculations fail to hold. Lastly, the policy and regulatory frameworks that facilitate innovation without
compromising safety, security, privacy and accountability is ahead of technological capacities posing
threats of uncertainties that slow implementation.

This literature review will fill the identified gaps with the help of the following objectives:

1) Summarize the existing experience of Al, machine learning, IoT, big data analytics, or blockchain
application to resilience improvement in various domains such as smart cities and infrastructure,
healthcare, supply chains, disaster management, infrastructure, and financial services.

2) Characterize and describe technical strategies, methods, algorithms, models, and tools that are
used to deploy these technologies to achieve resilience and in the specific example combine
multiple technologies in a synergistic implementation.

3) Dissect barriers, constraints, and obstacles to successful implementation such as technical factors,
organizational factors, financial factor, ethical factors, and regulatory factors.

This literature review contributes to the work on resilience in various ways. First, it offers the most
extensive synthesis on convergence of Al, machine learning, IoT, big data analytics, and blockchain as
resilience tools, to date incorporating the observed knowledge in traditionally distinct research and
implementation areas. Second, it formulates the analytical schemes which clearly model the interplay
of these technologies to form emergent resilience schemes which surpass the totality of individual
efforts. Third, it systematizes the identification of potential critical gaps in research and specifies the
ways of how further developments of the theoretical background and practical part can be achieved in
the future. Fourth, it provides directed guidance to support evidence-based decision-making of
organizations trying to use advanced technologies in resilience building. Lastly, it helps to fill the gap
between technological innovation and the resilience theory and proves that certain technical capabilities
retrieve major resilience principles such as anticipation, robustness, redundancy, flexibility, efficiency
and learning.
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2. Methodology

This literature review is conducted in accordance with the Preferred Reporting Items of Systematic
Reviews and Meta-Analyses (PRISMA) approach to guarantee intense, clear and repeatable research
behaviors. Systematic methodology involves four major steps which are identification, screening,
assessment of eligibility and incorporation of appropriate studies. The identification step was carried
out as the extensive search of various scholarly databases such as Scopus, Web of Sciences, IEEE
Xplore, ACM Digital Library, Science Direct, and Google Scholar. Search queries were based on the
key queries with keywords which included the five core technologies (artificial intelligence, machine
learning, internet of things, big data analytics, blockchain) as well as the keywords that search queries
had to include such as resilience, resilient systems, disaster recovery, business continuity, adaptive
systems, crisis management, risk mitigation. Complex queries with variety of the terminology were
caused by the use of the Boolean operators. The publishing date of the publications preferred by the
temporal scope was between the years 2019-2025 to concentrate on new and trendy studies that are
highly cited, with a few publications that are old and set the basis of most of the concepts discussed.
The preliminary searches in the databases produced some 3,500 articles that seemed relevant. The use
of screening phase was to exclude/include studies that have been identified. Inclusion criteria were:
peer-reviewed journal articles, conference papers, and authoritative technical reports; publication in
English; meaningful discussion of one of the primary resilience technology applications applied to
resilience contexts; and sufficient methodological rigor and description. Unnecessary exclusion criteria:
only theoretical research which does not have an applied context of its use; research that is not
empirically validated or labour-intensive; publications that are similar; only research that is purely
technical and not applicable to resilience. Title screening and abstract screening narrowed the corpus
down to around 800 articles which should be examined on a full-text basis.

The stage of eligibility was associated with careful analysis of full-texts, which evaluated the quality,
suitability of the methods to the research aim and the importance of contribution. The criteria used in
quality assessment were appropriate research design, analytical rigor, adequate evidence, and validity
(conclusion). Relevance evaluation used to make sure the objectives of reviews were met in terms of
resilience through technology. Preference was required to the studies that could show the integrated
multi-technology strategies that leant on empirical evidence, the new frameworks or methodologies,
and the new areas of application. This stage produced about 250 high quality sources which comprised
the major corpus of reviews.

The inclusion stage summarized the chosen literature based on the thematic analysis, which made it
possible to find common patterns, extract the most important results, and catalog the knowledge based
on the organized system described in further sections. Data mining was used to retrieve the study
attributes, technology applications, areas of use, and also the research findings, the challenges faced in
the research and possible methods of solution. Similarities and differences in several studies, as well as,
the identification of consensus and controversies were compared and differences were identified
through comparison and contrast analysis, and knowledge gaps created allowing further research. The
synthesis process focused on integrative analysis disclosing the way various technologies integrate to
increase resilience and not just listing individual findings. The systematic documentation was essential
in quality throughout the review process, the critical decisions were verified twice, and the refinement
process was carried out based on the new insights.

3. Results and Discussion
3.1 Artificial Intelligence Applications for Resilience

In artificial intelligence can be used to apply Al across various domains to aid resilience enhancement
in disaster management and can also be implemented to use Al in different areas to support disaster
management and its resilience enhancement [37-40]. Artificial intelligence radically changes the ability
to be resilient since it allows autonomy in learning, making intelligent decisions and responding to
changing environments [41-43]. The Al systems are known to take the patterns of complex information,
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identify anomalies that signify the arousal of threats, forecast future conditions of uncertainty, and
prescribe the best intervention based on the acquired knowledge [28,44-47]. Al has been applied to
resilience in the form of predictive analytics to plan risk management in advance, computer vision to
inspect and provide details of infrastructure, natural language processing to communicate during crisis
situations, expert systems to provide advice on resource allocation during emergencies, and
reinforcement learning to plan resources dynamically Instances Al-driven early warning systems used
in the context of disaster management are used to analyze meteorological evidence, seismic sensors and
past trends to determine natural disasters in an unparalleled accuracy and lead time. Machine vision
algorithms analyze the satellite imagery and drone shots to determine the extent of damage, survivors,
and to steer the rescue mission efforts after earthquakes, floods, and even hurricanes. Natural language
processing follows social media feeds in times of crisis, to identify needs emerging, follow
misinformation, and organize volunteer action. Smart routing software is used to optimize the paths of
emergency vehicles and evacuations based on the current situation and forecasted situations in real time.
These abilities go a long way in improving preparedness, response rate, recovery viability over the
traditional manual methods. The use of Al as a critical infrastructure protection measure has to do with
constant observation, threat recognition, and automated countermeasures. The management systems of
the power grids will use Al to foresee the faults of equipment, manage load on-demand, incorporate
renewable energy sources, and recover the service in a short time after outages. The intelligent sensors
and algorithms involved in the water distribution networks to detect leaks, contamination, and
anomalous consumption patterns allow the proactive maintenance program and prompt reaction in case
an incident happens. The transport infrastructure is connected to Al to make traffic movement more
efficient, predict traffic accidents, control autonomous vehicles, and rerout when routes are interrupted.
These applications show how Al can be used to improve the resilience of the infrastructure by means of
continuous learning and autonomous change.

Artificial intelligence can help significantly in reaching healthcare resilience by providing predictive
services, advancing the diagnosis course, emphasizing treatment, and distributing resources [48,49].
The predictive models are based on the analysis of relevant electronic health records, genetic data, and
environmental conditions to identify individuals who are at high-risk to allow preventive measures
[3,50-52]. The AI systems predict the progress of the outbreak, optimize testing, discover new drugs
faster, and distribute medical resources with limited quantities such as ventilators and ICU beds during
pandemics. Diagnostic Al aids clinicians with the interpretation of medical images, identification of
abnormalities, and prescribing of treatment protocols, especially when there is too much stress in a
healthcare system. Robotic process automation deals with administrative difficulties to give human
professionals time to work directly with patients in specific circumstances of surgery.

The supply chain resilience is the use of Al in the form of demand forecasting, inventory optimization,
supplier risk assessment and dynamical routing. Predictive analytics understand probable impacts of
weather conditions, political instability or supplier financial customer distress so that mitigation may be
proactively implemented by alternative sourcing or inventory cushions. The process of reinforcement
learning is used to continuously optimize inventory levels between the cost-efficiency and the risk of
disruption. The computer vision systems check on the quality of products and counterfeit products
guarding brand image and consumer welfare. In case of disruption, Al is able to quickly reform supply
chains, find other suppliers and restructure logistics to carry on with limited performance loss. Financial
system resilience uses Al to detect fraud, ensure stability in a financial market, check credit risks, and
compliance. Since anomaly detection algorithms detect unusual behavior of transactions that are likely
to be a sign of fraud, money laundering, or market manipulation. Stress testing models are computerized
crisis simulating models that predict institutional weaknesses and systemic risks. The processing of
natural languages is used to analyze news, social media and regulatory filings to determine new market
risks and sentiment. Al-based trading systems also include circuit-breakers and stabilizing systems that
prevent flash crashes and ensure that markets are orderly in turbulent markets. Such applications
improve financial system resilience and capacity to survive shocks and continue performing the
necessary roles.
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3.2 Techniques and Algorithms of Machine Learning.

Machine learning offers the underlying algorithm to allow systems to learn through data, identify
patterns and make predictions and allow performance to be enhanced through experience without
explicitly creating programs to address every situation [53-57]. Machine learning taxonomy Supervised
learning Algorithms that use practical training data constitute supervised learning, which includes
unsupervised learning which finds discriminatory patterns in unlabeled data, and semi-supervised
learning which combines small datasets with large datasets which lack labels but use rewards to
optimize decisions [58,59]. The advantages of each paradigm are different to apply in particular
resilience applications. Learning algorithms such as random forests, support machine, gradient
boosting, and deep neural networks are supervised and can be used to classify and regress data which
are core to resilience application. The classification models divide infrastructure components into
healthy or at-risk, intelligent communications against false information, detect fraudulent transactions,
and estimate the mode of equipment failure. Regression models are used to make predictions on the
level of demand, determine the severity of the damage, determine recovery period and also determine
risk exposure. Such deep learning designs as convolutional neural networks, recurrent neural networks,
and transformers are used to assess damages in an image, detect anomalies in a time series, and crisis
communication and sentiment analysis in natural language, respectively.

Unsupervised learning models such as clustering algorithms, dimensionality reduction algorithms and
autoencoders discover latent features in a complex data set that is not necessary to label the samples
[3,60,61]. Clustering forms similar patterns and relates similar incidents employing a population
subdivision on the basis of vulnerability qualities and learning about infrastructure interdependences.
There are methods of detection of anomalies that identify irregularities in the pattern, which consist of
emerging threats or even equipment wear and tear or failures of the system. Dimensionality reduction
visualizes high level data assisting humans to comprehend intricate cases. Generative models generate
artificial data to supplement scarce real-life examples in the training of robust systems in resilience.

The reinforcement learning paradigms are especially effective paradigms of adaptive resilience in which
optimal strategies have to be acquired in the process of interaction with dynamic environments. The Q-
learning, policy-based methods, and actor-critic algorithms are the optimization of sequential operation
in terms of allocating resources, network routing, scheduling maintenance, and coordinating emergency
response. Multi-agent learning Multi agent reinforcement learning organizes distributed systems such
as autonomous vehicles, swarm of drones and decentralized power grids. The model based
reinforcement learning uses the domain knowledge which hastens the learning process and enhances
the sample efficiency which is of great importance in high stakes resilience applications when the
experimentation has real effects. Ensemble techniques refer to a combination of numerous models to
experience good results than when using single algorithms, which offer some level of strength especially
when high reliability is a key requirement to be ensured. Random forests: Decision trees are combined
to create a forest of trees, gradient boosting: Sequential models are created with a view to correcting the
errors made by previous models and stacking: A variety of algorithms are used by exploiting
complementary advantages. Ensemble methods alleviate overfitting, enhance generalizability, and have
an ability of quantifying uncertainty by estimating the spread of prediction spread amongst the ensemble
members. The attributes of the ensembles render it especially suitable in critical resilience decisions in
which knowledge of confidence levels is used to inform human control and intervention. Transfer
learning and few-shot learning are commonly used in scenarios with the problem of data scarcity, which
is typical of the field of resilience where historical examples of the events of interest are limited. When
pre-trained models are trained with large general datasets on a large scale, they transfer the knowledge
to task-specific resilience tasks that are run with little data related to the task at hand. Imitators of
learning are meta-learning algorithms, which acquire the skills of learning, quickly adapting to novel
situations, conditioned by few examples. These methods are very useful in the case of new threats, new
disaster situations and dynamically changing enemy strategies where use of traditional methods which
would require many training data would not work.
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Interpretable machine learning and explainable Al meet the most important transparency demands of
resilience applications in the context of human safety and high-stakes decision-making [62-64].
Techniques such as LIME, SHAP, attention mechanisms, and rule extraction indicate how models come
up with their conclusions that lead to human interpretation, development of trust, and identification of
errors. Regulatory compliance, ethical responsibility, and effective human-machine co-operation where
an operator needs to comprehend Al recommendations to take well-informed decisions are critical in
this case and this is necessitated by interpretability especially in the case of a crisis situation requiring
quick decisions in a state of uncertainty.

3.3 Internet of Things Infrastructure and Deployment.

The Internet of Things creates ubiquitous sensing and actuation networks at the interface between cyber
and physical space, offering real-time access to the condition of the environment, infrastructure well-
being, resource use, as well as human-generated activity that is key to resilience [65-67]. ToT
architectures include sensor and actuator devices, and connectivity network, edge computing and cloud
computing platform, application layers. The applications of resilience make use of various sensor
modalities which are temperature sensors, pressure sensors, vibration sensors, acoustic sensors,
chemical sensors, optical sensor and location sensors based on the monitoring needs.

The implementation of smart cities provides broad IoT infrastructure to achieve resilience of the city.
Environmental sensors come in to monitor the quality of air, noise and weather conditions that detect
incidences of pollution and weather hazards [68,69]. Infrastructure users monitor the integrity of the
building, conditions of the roads, and bridge vibrations with sensors to predict maintenance and health
of structures. Smart meters address the consumption of water, electricity, and gas meaning leaks,
outages, and abnormal patterns of usage. Traffic cameras with smarts streamline the flow, find the
accidents and direct emergency vehicles. The Connected streetlights also dynamically regulate the light
levels depending on the conditions with additional sensors being mountable to them. This ubiquitous
situational awareness infrastructure aids in proactive risk management as well as immediate response
to incidents like never before.

It is important infrastructure monitoring that makes use of specific applications of the IoT, according to
the demands of the sectors [20,70-72]. The power grid incorporates intelligent sensors on transmission
lines and substations and at the distribution equipment to measure load, voltage, frequency, and
equipment temperature to forecast the failure and optimize the operation. Water systems make use of
pressure detectors, flow sensors, and quality sensors on the distribution channels that identify leaks,
contamination and trespassing. Pipelines use inline check routines, fiber optic sensors, and acoustic
checks that identify corrosion, leakages, and third parties damages throughout extensive geographical
boundaries. The dams and levees have structural sensors, seepage sensors, and water level sensors,
which are designed to make them safe and provide a way of warning of possible failures before they
occur. Healthcare IoT includes wearable, remote patient monitoring, medical equipment sensors, and
environmental monitors that provide extra services to healthcare resilience. Wearable sensors can be
used to monitor vital signs, physical activity, and other physiological parameters that would allow
constant health control and identify the onset of decline. Remote monitoring systems are used to
facilitate the management of chronic illnesses that cut down the need to spend time in hospitals and
reserve the ability to serve surge cases. Sensors on medical equipment can be used to monitor the use,
position, and operational activity to optimize the establishment of assets especially in an emergency
condition. Healthcare facilities have environmental monitors to monitor temperature, humidity, and air
quality to achieve the best environment concerning patients and sensitive medications and equipment.

Supply chain IoT offers a view of the supply chain end-to-end with the help of a tracking device,
environmental sensors, and asset monitors. GPS devices help in tracking the status of deliveries,
following the route, and the projected delivery time to optimize logistics in real time. It has temperature
and humidity sensors that monitor the right conditions of perishable and sensitive goods. Shock and
vibration sensors think over possible harm of transportation. RFID tags and intelligent packaging offer
item-levels tracking that can aid inventory management, anti-counterfeiting as well as the coordination
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of recalls. The sensors in warehouses control the state of the storage, equipment and worker safety. The
result of all this visibility is prompt disruption detection and responsiveness even under the scenario of
supply chain continuity. The concept of edge computing architectures saves latency, bandwidth
demands, and privacy needs since they process all the data close to the sources instead of sending all
the data to the centralized clouds. Edge devices do preliminary filtering, aggregation and analysis to
reduce communications needs and permit real time response of much needed safety and time sensitive
applications. Fog computing layers offer distributed processing between the edge devices and cloud
infrastructure between local reactiveness and centralized coordination and learning. Hybrid architecture
disperses intelligence both on the edge and the fog and cloud layers based on application needs in terms
of latency, reliability, privacy, and computational needs. IoT connectivity refers to a variety of
technologies that have been chosen in accordance with the requirements of the range, bandwidth, power,
and cost. LoORaWAN and NB-IoT are both the examples of low-power wide-area networks powered by
battery-operated sensors and have multi-kilometer range with a small infrastructure. The Wi-Fi and
cellular networks have more bandwidth to support data intensive application such as video surveillance
and real-time streaming. Mesh networks facilitate communication between devices that makes them
connected even in failure of infrastructure. Satellite communications are applicable in remote locations
where terrestrial plays a limited role. Multi-modal strategies are used to bring on board technologies
that offer devices with redundancy and optimization in integrated systems.
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3.4 BDA Customer Processing and Systems.

The big data analytics can convert large amounts of data produced by IoT sensors, social media, and
transaction systems, and various other sources into practical solutions that support resilience due to the
advanced processing and pattern identification and visualization features [73-75]. The key
characteristics of big data are volume which is quantified in petabytes, velocity where it needs to be
processed in real-time, variety which covers both structured and unstructured data and veracity which
requires quality management. Analytics pipelines include data receiving, storage, processing, analysis
and visualization in distributed computing systems. Apache Kafka, Apache Flink, and Apache Storm
are examples of stream processing platforms that can process real-time analytics needed by resiliency-
based applications sensitive to time. Sensor, social media, and transaction systems streams of events are
processed through processing pipelines using filter, aggregation, and pattern matching and anomaly
detection algorithms. Complex event processing can detect meaningful patterns in many correlated
streams of incoming data that may result in an automated response or signals to operators. Operation
windowing combines events given time intervals that enable trend analysis as well as statistical
summaries. Stream processing also allows sub-second reaction time between Spinning up data and
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feedback into actionable insight that is valuable to applications such as infrastructure monitoring, fraud
detection, and emergency response. Apache Hadoop and Apache Spark are frameworks based on batch
processing that are used in large-scale historical analysis, model training, and overall reporting. The
MapReduce paradigms have been employed to spread computation on clusters having terabytes that are
processed effectively. There is a range of information stored in data warchouses and lakes to aid the
exploratory analysis, trend identification, and the development of machine learning models. Real-Time
streams can be supplemented with batch processing that will offer deeper analysis and validation of the
stream results as well as training the models deployed in the streaming pipelines. Hybrid architectures
implement a mix of both batch and stream processing which is geared towards the short term operational
requirement and likely long term strategic plans.

Graph analytics describe associations and relies on relationships that are essential to operate network
systems resilience. Graph data structures and processing systems represent infrastructure dependencies,
supply chain connections, social Networks and communication structures [38,76-78]. Algorithms find
important nodes whose breaking could lead to cascading effects, communities, and clusters, shortest
routes to be used in routing and evacuation, and network resilience measures. Graph analysis is
especially useful with infrastructure systems where component interactions define resilience in the
system and cascading risks.Geospatial analytics combine geographic data about sensors, satellites and
mobile devices with analytical processing to enable situational awareness and space optimization.
Geographic information systems map the data on maps which give the spatial patterns, hotspots and
geographic associations. Spatial queries define the resources and population in the areas of impact.
Routing algorithms are used to make emergency response, evacuation, and logistics efficient based on
the conditions at the moment. Geospatial analysis is used in applications such as responding to disasters,
urban design, environmental monitoring and disease surveillance in which location is key.

The data integration and quality management help to deal with heterogeneous sources of data that have
different forms, different qualities, and diverse semantics. Extract Transform Load pipelines normalize
the data of various types of sources into uniform ones. Data cleaning eliminates the repetition, removes
errors, and deals with the lack of available data. Issues In a schema mapping and ontology alignment,
the semantic interoperability between systems with dissimilar terminologies and conceptualizations is
established. Master data management defines authoritative data regarding such entities as locations,
organizations, and infrastructure components. Resilience applications can be very important to quality
management, as any decision made based on an inaccurate information may be catastrophic. Dashboards
and visualization convert the outputs of the analysis into readable formats, which human beings can
understand and make decisions. Interactive visualizations make it possible to explore and discover
things that were not obvious in approaching raw data or tabular reports. The current status and emerging
threats as well as measures are shown in real-time dashboards. Geographic visuals indicate the location
trends and spatial differences. Those trends and anomalies are shown in time series displays. Alerts are
signals of the situations that need to be addressed. Visualization design should neither be overloaded
nor become over simplified as crucial information is needed during crisis situations when cognitive over
load is much needed and time is of essence on the part of the decision-makers.

3.5 Distributed systems and Blockchain Technology.

The blockchain technology creates distributed trust, data integrity, transparent coordination, but without
centralized authorities by cryptographically secured records, consensus mechanism, and smart
contracts. Blockchain designs consist of open permissionless systems open to all users, closed
permissioned systems only open to limited participants, and middle ground designs controlled to allow
some of a group. Advancement Consensus algorithms such as proof-of-work, proof-of-stake and
practical Byzantine fault tolerance are schemes that guarantee that participating nodes (either
confusionally degraded) reach an agreement on the validity of the transactions. Smart contracts can
provide complex coordination without mediation, and they can automatically execute programmable
logic when the conditions are satisfied.
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Supply chain applications use blockchain to have comprehensive end-to-end traceability, verifying
provenance, and autoregulating contract performance to increase the agility against forgery,
contamination, and disputes. Every record of the transactions provides a record of custody, quality
testing and the environment conditions and makes an immutable trail of origin to consumers. Smart
contracts use automated measures to execute payments when the goods are delivered, facilitate quality
checks when information is taken through sensors, and free certifications when the conditions of
compliance are fulfilled. Blockchain facilitates quick traceability when conducting recalls on the
products that have been affected and their location. Provenance verification can assist in supporting
ethical sourcing, authenticity verification, and regulation. Distributed architectures provide no-single-
point-of failure or control such as allowing the system to continue operating in case of disruptions in
individual participants. In critical infrastructure security, blockchain is used to provide security in
sharing of data, access management, and coordination of incidents making it to cross boundaries of an
organization. Distributed ledgers-maintained infrastructure status, maintenance activities and security
events that have easy access to shared situational awareness and good integrity of data. The use of smart
contracts involves access controls and information autoshares under predetermined rules and
emergencies. Blockchain timestamp can give impeccable records that are useful in forensic
investigation and regulations. The decentralized architectures minimise the single points of failure and
insider costs as opposed to central databases. These features are especially useful in infrastructure with
a multi-jurisdictional and multi-operating structure and in need of a trust without a central authority.
The blockchain ensures integrity of healthcare records, privacy protection, and interoperability, which
is advantageous to healthcare record management. The distributed health records provide the patients
with the control over the permission to access the information and guarantee the full access to the
medical history regarding the patient to the authorized service providers. Cryptographic mechanisms
ensure privacy, whereas selective disclosure and analytics of the encrypted information is possible.
Audit trails and blockchain timestamps guarantee the integrity of records so that it cannot be modified
by unauthorized individuals. Interoperability protocols facilitate exchange of the data between various
healthcare systems that use varied formats and different standards. In case of an emergency, Smart
contracts would adjust the access policies and provide first responders with vital medical information
without breaching privacy considerations in the absence of an emergency.
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Blockchain can be used to coordinate the management of disasters relief funds, volunteers’ coordination,
and tracking distribution of aid to earn the confidence of donors, implementers and recipients.
Cryptocurrency facilitates quick international payments at a circumvention of the conventional banking
system which could be broken down in the event of calamities. Smart contracts are automated payments
in case of attaining conditions at a reduced administrative cost and reduced chances of corruption. The
records are storey in a blockchain which is used to document donor to recipient aid that is accountable
and can be assessed in terms of impact. Decentralized identity can facilitate the process of identity
proving and service delivery to displaced populations through loss of physical documents. These
applications help eliminate incurable issues in disaster response such as failure to coordinate, and
misallocation of resources and lack of trust among others. Peer-to-peer energy trading, grid
coordination, and renewable energy credit on blockchain are used in decentralized energy systems to
support resilience by means of distributed generation and local control. Smart contracts can be used to
allow households using solar panels to sell surplus production to their neighbors without utility
intermediaries. The blockchain orchestrates virtual power plants that are harnessed by distributed means
to the service of the grid. The renewable energy credits could be tracked openly to shun instances of
counting them twice and fraud. In the case of system failures, local micro grids with blockchain
capabilities will be able to island and keep operating, making the community resilient. The capabilities
are consistent with more general trends of distributed energy resources and resilience of communities.
The blockchain of voting and governance applications is used to create records that cannot be tampered
with and counts that are transparent and can be verified to increase democratic resiliency to
manipulation and legitimacy in dispute situations. Cryptography helps to provide secret voting and at
the same time ensures that votes are tallied. Distributed architecture does not allow single points of
failures or control. Compared to opaque audit trails, clear trails enable independent verification and
building of trust. Blockchain voting is useful to the organization governance, shareholder vote and
possibly general elections but serious concerns are in the area of voter accounts, access to the system
and mathematical versus social authentication.

3.6 Built-in Multi-Technology Structures.

Existing technologies intersect Al, machine learning, IoT, big data analytics, and blockchain to develop
synergistic capabilities that are greater than the contribution of each technology [79-81]. Systems that
are integrated have IoT sensing to collect data and big data to process information, machine learning to
identify patterns and predict, artificial intelligence to make intelligent decisions, and blockchain to
achieve trust and coordination. Through these types of layered architectures, it is possible to have
comprehensive resilience systems with such aspects of situational awareness, predictive capabilities,
adaptive responses, distributed coordination, and continuous learning. The concept of smart city
resilience depicts the multi-technology integration. Sensors in the [oT all over the urban infrastructure
keep intelligence on the situations on the ground. The big data platforms contain sensor streams and
social media, weather information, traffic data, and history. Machine learning codes identify anomalies,
predict failures, and demand. The Al systems can streamline traffic, distribute emergency resources, and
suggest policy interventions. The integrity of data is guaranteed by the use of blockchain, responses can
be organized through multiple agencies, and transparent governance is possible. With this integration,
cities have been in a better position to foresee the challenges and react in harmony and keep improving
over a timeline through continuous learning. A combination of IoT tracking, visibility and prediction
analytics, optimization with Al and blockchain use with trust and traceability is the foundation of
integrated supply chain platforms. Shipments are tracked by sensors that give data on the condition and
position. Tracking information which determines delays and risks is processed on analytics platforms.
The machine learning predicts demand and determines the best inventory quantities. Al refers to single
loads and chooses the suppliers with the best combinations of resilience and cost. Blockchain will help
in creating unamenable records that are authentic and provide quick recalls. All these combined
functions allow the supply chains to overcome disruptions without service interruptions as well as cost
control.
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Table 1: Analysis of Al, ML, IoT, Big Data, and Blockchain Applications for Resilience

Sr.  Technology Key Application Primary Critical Emerging Future Direction
No. Domain Area Techniques/Algorithms Challenge Opportunity
1 Artificial Disaster early Deep neural networks, Prediction Integration of Multi-hazard
Intelligence warning systems  ensemble methods, time accuracy forrare  climate models prediction systems
series forecasting events with with real-time with uncertainty
limited historical ~ sensor networks quantification
data
2 Machine Predictive Random forests, gradient Class imbalance Transfer learning ~ Federated learning
Learning infrastructure boosting, survival analysis between normal from similar across
maintenance and failure states  infrastructure infrastructure
types operators
3 Internet of Smart city Wireless sensor networks, Power Energy Self-organizing
Things environmental edge computing, data fusion ~ consumption and  harvesting and adaptive sensor
monitoring battery life for ultra-low power networks
remote sensors designs
4 Big Data Real-time supply ~ Stream processing, complex  Processing Distributed edge Quantum
Analytics chain visibility event processing, graph latency with analytics computing for
analytics massive data reducing central optimization
volumes bottlenecks problems
5 Blockchain Supply chain Smart contracts, distributed Scalability Layer-2 solutions  Integration with
traceability ledgers, cryptographic limitations and and sharding IoT for automated
hashing transaction architectures verification
throughput
6 Al+ ML Healthcare Epidemiological modeling, Balancing Privacy- Al-guided vaccine
pandemic reinforcement learning for individual privacy = preserving development and
response resource allocation with population federated distribution
health learning across
hospitals
7 [oT + Critical Vibration analysis, acoustic False alarm rates ~ Physics-informed  Digital twins for
Analytics infrastructure sensing, anomaly detection affecting operator ~ machine learning  predictive
monitoring trust incorporating simulation
domain
knowledge
8 ML + Fraud detection Supervised classification, Adversarial Explainable Al Decentralized
Blockchain in financial anomaly detection, attacks with blockchain identity with
systems immutable audit trails manipulating verification biometric
detection systems authentication
9 Al + 10T Autonomous Computer vision, path Navigation in Visual-inertial Al-enabled
disaster response  planning, swarm GPS-denied odometry and human-swarm
drones coordination environments SLAM collaboration
algorithms
10 Big Data + Transparent Distributed databases, smart  Accessibility for Mobile-first Decentralized
Blockchain disaster relief contracts for aid distribution ~ populations interfaces and autonomous
coordination without digital offline organizations for
infrastructure capabilities governance
11 Al+ Climate Scenario analysis, Uncertainty in Ensemble Integration of
Analytics resilience optimization, multi-criteria long-term climate  modeling and socioeconomic
planning decision making projections robust and climate
optimization models
12 ML + IoT Precision Crop yield prediction, pest Data scarcity in Satellite imagery ~ Edge Al for offline
agriculture for detection, soil moisture developing and transfer operation
food security optimization regions learning
13 IoT + Decentralized Peer-to-peer trading, demand ~ Grid stability Al-optimized Vehicle-to-grid
Blockchain energy response, battery during islanded local energy integration
microgrids management operation markets
14  Al+BigData Social media Natural language processing,  Separating signal ~ Multi-lingual Real-time
crisis monitoring  sentiment analysis, from noise in models and verification and
misinformation detection massive streams cultural context fact-checking
awareness
15 ML + Cybersecurity Behavioral analysis, Zero-day attacks Anomaly Automated threat
Analytics threat intrusion detection, threat without known detection and response and
intelligence hunting signatures adversarial recovery
learning
16  Al+ Autonomous Multi-agent reinforcement Safety Formal methods V2X
Blockchain vehicle learning, consensus verification of for safety communication
coordination protocols learning systems guarantees with blockchain
trust
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17 IoT + ML Smart building Occupancy detection, smoke  Sensor reliability ~ Self-diagnosing Integration with
emergency and gas sensors, evacuation and maintenance sensors and personal mobile
systems routing costs automated devices

calibration

18 Big Data+ AI  Urban mobility Traffic prediction, multi- Privacy from Differential Mobility-as-a-
resilience modal routing, shared location tracking privacy and service platforms

mobility optimization secure
computation
19 Blockchain +  Healthcare Distributed health records, Complex Standardized Patient-controlled
Analytics record consent management, data regulatory health health data
interoperability provenance compliance information marketplaces
across exchanges
jurisdictions
20 Al + IoT + Water Leak detection, quality Aging Non-invasive Al-optimized
Analytics infrastructure monitoring, demand infrastructure and  acoustic sensing rehabilitation
management forecasting limited budgets techniques planning

21 ML + Big Insurance risk Catastrophe modeling, Moral hazard and  Parametric Climate-adjusted

Data assessment portfolio optimization, adverse selection  insurance with actuarial models
claims prediction satellite triggers

22 Al+ Digital identity Biometric authentication, Lack of Mobile biometric  Interoperable

Blockchain for displaced self-sovereign identity, foundational enrollment humanitarian
populations credential verification documentation identity systems

23 IoT + Smart Predictive maintenance, Integration across  OPC-UA and Lights-out

Analytics + manufacturing quality control, supply chain  legacy systems industrial loT manufacturing
Al resilience coordination standards with Al
supervision

24 Blockchain +  Carbon credit Satellite monitoring, Double-counting  Al-verified Blockchain-based

ML verification distributed registries, smart and fraudulent carbon carbon markets
contracts claims sequestration
measurement
25 Al + Big Data ~ Wildfire Remote sensing, weather Chaotic fire High-resolution Al-guided
+ 10T prediction and modeling, evacuation behavior and satellite prescribed burn
response planning rapid spread constellations planning
26 ML + Election Anomaly detection, Voter Blockchain with End-to-end
Blockchain +  integrity and immutable vote recording, authentication homomorphic verifiable voting
Analytics transparency auditable counting and accessibility encryption systems
27  Al+TIoT+ Pharmaceutical Temperature sensors, Counterfeit drugs ~ Low-cost [oT Al-optimized last-
Blockchain cold chain location tracking, tamper- in developing devices with mile delivery
monitoring evident records markets blockchain
anchoring
28 Big Data + Financial market = High-frequency data Flash crashes and  Explainable Al Real-time stress
ML + Al stability analysis, systemic risk algorithmic for regulatory testing and
monitoring modeling, circuit breakers trading risks oversight intervention

29 IoT + Al + Structural health  Strain gauges, Sensor drift and Self-calibrating Physics-guided

Analytics monitoring accelerometers, modal environmental sensor networks neural networks
analysis, damage detection variations

30  AllFive Integrated urban ~ Multi-sensor fusion, System Modular open Self-organizing

Technologies  resilience predictive analytics, complexity and architectures with  resilient cyber-
platform automated response, single points of graceful physical systems
distributed coordination failure degradation

Researchers suggests using wearable IoT and electronic health records coupled with predictive
analytics, Al decision support, and blockchain ensuring data integrity and interoperability among the

healthcare resilience platforms [82,83]. Wearables monitor the warning signs in a continuous manner.
Patterns of diseases are detected and outbreaks are identified by analytics. Machine learning forecasts
deterioration of patients and optimal distribution of resources [28,84-86]. Al aids in diagnosis and the
planning of treatment. Blockchain facilitates the safety, transportability and interoperability of medical
records between providers. Integration helps healthcare systems to give customized care, anticipate
bursts, utilize resources efficiently and continue running in times of a crisis. Critical infrastructure
protection is using in-built monitoring, analytics, automated defense, and distributed coordination. IoT
measures the life of equipment and intrusions. Patterns that depict an emerging failure or an attack are
identified by analytics platforms. Machine learning draws the difference between typical variations and
actual threats minimizing false alarms. Al reacts automatically to the routine cases and offers
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suggestions to respond to the complicated situation. Coordination Multi-organization incident response
is facilitated with blockchain, and forensic integrity is maintained. With integration, the infrastructure
is able to monitor and diagnose itself and heal itself and at the same time have human supervision over
making critical decisions. Emergency management system incorporates real time sensing, predictive
modeling, minimize resources, and multi-agency coordination. The early warning is provided by sensors
such as weather stations, seismic networks and social media. Analytics The analytics process various
streams of information which gives all-round situational awareness. Machine learning forecasts the
course of disasters and their effects. Al is efficient in routes of evacuation, allocation of shelters, and
distribution of resources. The use of blockchain coordinates responder agencies operating on various
jurisdictions with transparency and accountability. With the help of integration, effective response,
proactive preparedness, and systematic learning of future performance can be achieved.

3.7 Challenges and Limitations

Although there is great potential, there are strong obstacles that curtail the achievement of technology-
enhanced resilience. Technical barriers encompass the interoperability barrier where a smooth
integration among heterogeneous systems of various vendors, which apply incompatible standards and
protocols will not be possible. Scalability constraints are realized when handling large real-time data
rates of millions of IoT sensors that are beyond computer and storage capabilities. The processing needs
of complicated Al models and blockchain consensus mechanisms are in conflict with latency needs of
the time-missioned applications. Issues in energy consumption have implications on battery-operated
IoT devices, computationally expensive tasks such as deep learning training and proof-of-work
blockchain consensus. The problem of the quality and availability of data influences the accuracy and
reliability of the machine learning model. Incorrect or missing data are created as sensor failures. The
past cannot be predictive of the conditions in future especially with rare events or changeable threats.
Labeled training is difficult to acquire in many resilience problems with low occurrence of failures. Bias
in data gives historical injustices a chance to be reinforced or magnified when machine learning models
are trained on biased data. The concept drift is the phenomenon where the relationships change with
time rendering useless any models that have been trained according to historical trends. The
manipulation through adversaries may introduce training examples with purposeful well-crafted errors
or even deceive training model deployments with well-crafted inputs. The resilience systems are prone
to failure due to cybersecurity vulnerabilities. The IoT devices tend to have weak security that expose
attack situations. There are threats of interception, jamming and spoofing of the communication
networks. The data warehouses and cloud platforms accumulate useful information that forms enticing
targets. Adversarial examples are able to confuse Al models and model extraction attacks steal them.
Blockchain is subject to 51 percent attacks, vulnerabilities of smart contracts, and management of a
private key. Integrated systems augment attack surfaces and build dependencies in which the
compromise of any component may impact the critical dependency of the whole systems. Security needs
should achieve a balance between protection affordability, performance, and usability.

Aggression to privacy issues with pervasive sensing and gathering of data. All-time surveillance with
IoT sensors and cameras is a source of concern in terms of surveillance. Data analytics could draw
sensitive information out of quite inappropriate data. Coupled big data systems help to focus the
personal information posing the risk of violations or abuse. Sensitive information can be memorized
and leaked by the machine learning models trained on the personal data. The transparency of the audit
trails presented under blockchain may be conflicting with privacy policies and regulations on data
protection. Privacy-safe methods such as encryption, anonymization, and federated learning make
certain applications less useful and more complex. Some ethical aspects to consider are unfair bias in
algorithms resulting in inappropriate results, using technologies to make decisions to the benefit of
human welfare without proper supervision and fair access to technologies that elevate resilience.
Machine learning systems have the power to reproduce historic biases with discriminatory outputs on
resources allocation, risk evaluation and delivery of service. Robotic decision in case of an emergency
can be deprived of human judgement and situational insight that are necessary to make ethical decisions
in more complicated circumstances. Developed technologies can be offered to the rich societies and
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institutions that increase the resilience gaps and social inequalities. Radical honesty and responsibility
will be tricky especially when dealing with complicated Al systems the mechanisms of which appear
inexplicable through human reasons.

Technical feasibility is hampered by economic barriers and barriers in the organization [87,88]. The
initial cost of sensors, infrastructure and implementation is very high, which discourages investing
especially when the returns are unpredictable or long term [89-91]. The calculations of return on
investment have a problem in valuing resilience on events that are less likely to happen but have high
impact. The absence of the skills restricts the ability of the organization to create, deploy, and use
complex systems. The resistance towards change and the fear of risks by the organization slows down
the process of adopting new methods. The existence of fragmented governance among various
stakeholders makes the process of coordinating and making decisions difficult. Lack of certainty in
regard to regulatory requirements as well as the liability is a source of hesitation especially concerning
innovative applications. There is uncertainty and obstacles brought about by standardization and
regulatory challenges. Absence of standardized data formats, communicating protocols and system
interfaces hinder interoperability. The regulatory systems are behind the current technological
advancements, which create uncertainty regarding demands and regulations. There is a gap on the
liability issues of Al decision making and autonomous systems. Regulations under data governance such
as laws that protect privacy differ in different jurisdictions which makes systems global. Safety-critical
applications cannot easily be certified and validated because learning systems are dynamic. International
coordination is difficult due to the fact that different national priorities and capabilities are not similar,
and do not have similar regulatory approaches.
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3.8 Future and emerging opportunities and directions

In spite of it, there are many prospects of developing technology-enhanced resilience by research,
innovation, and careful implementation. The federated learning model is used to conduct collaborative
model training between different organizations without passing the raw data and ensure privacy and
data scarcity whilst using cumulative experience. Edge Al uses intelligence processing on local those
devices that minimise the latency, bandwidth, and privacy concerns and allows them to operate in
circumstances of connectivity loss. Quantum computing offers breakthrough capabilities in solving
optimization problems, cryptography and simulation applicable in resilience planning but these
applications are developing. Digital twins are developed based on the concept that there exist physical
systems that are simulated, predicted, and even optimised to aid resilience planning and response.
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The emerging explainable Al is resulting in more interpretable complex models that allow improved
human understanding, trust and collaboration that are necessary in high-stakes resilience applications.
Manipulation techniques that give insight into the mode of conclusion to arrive at by models and
quantification of uncertainty, as well as identification of factors, is supportive of oversight and error
detection. Studies of directly interpretable architecture trade between accuracy and candor. The Human-
Al collaboration systems take advantage of the complementary disadvantages where the Al process
information is provided quickly and judgment, creativity, and ethical reasoning is provided by human
beings. Neuromorphic computing emulates biological neural networks that provide opportunities of
energy-efficient processing especially when it comes to resources-heavy IoT devices that cannot be put
offline. Inspired by brain architecture is expected to offer the best performance in terms of pattern
recognition, adaptive learning, as well as fault tolerance when it comes to resilience application. The
complex Al capacities could be implemented on edge devices by developing neuromorphic hardware
that will handle the cloud processing tasks in the future. The 5G and 5G+ offer increased bandwidth,
reduced latency, and Internet of Things connectivity of extensive devices. Network slicing provides
special resources to essential applications that are reliable. Mobile edge computing also offers
processing functions to network edges that support local intelligence. High-speed networks will allow
the use of new applications such as autonomous vehicles, remote surgery, and immersive situations
display, which demand high bandwidth and low latency.

The capabilities of autonomous systems such as drones, robots, and self-driving vehicles include
dangerous tasks, rapid response, as well as nonstop work. Aerial drones inspect the affected regions of
a disaster, deliver goods, and put in place provisional communications. Ground robots check dangerous
infrastructure, search and rescue or deal with hazardous materials. Uncrewed cars are also efficient in
the logistics and can offer mobility in evacuation. Swarms Multi-agent coordination accepts complex
tasks as the distributed collaboration of swarms. Human autonomy teaming is a mixture of human
judgment and autonomy. The application of generative adversarial networks and simulation to
synthesize artificial data will be used to generate training data in situations that do not have historical
records. Synthetic datasets provide better learning of models since they complement small-scale real-
world examples. Organizations can be tested and refined in a simulation environment before being
deployed into real-life environments. Domain randomization enhances extrapolation to diverse
situations. These methods are especially useful when very low-occurring and yet high impact events
need real data, which are very limited in number. Green computing and sustainable IT practices regard
the energy consumption issues that are especially pertinent considering the contribution of climate
change to most resiliency issues. Algorithms are energy-efficient which lowers computation needs. The
data centers and infrastructure use renewable energy. The idea of a circular economy informs the design
of hardware and the lifecycle management. Carbon accounting is a quantitative and directional measure
of how to eliminate the environmental footprint of technology. Resilience technologies should be used
sustainably and sustainable practices should make sure that resilience technologies do not compromise
on the overall sustainability objective.

Community engagement and the participatory design is a way of assuring that resilience technologies
benefit various populations and have localized knowledge. Co-design processes engage communities in
system development so that they will be accompanied by solutions to real needs and suit the local
context. Citizen science is the volunteering in data collection and analysis. Local control and operation
is made possible through community networks. The participatory approaches increase the effectiveness,
adoption, and legitimacy as well as improving the concerns about the equity. Balanced innovation policy
entails that policy innovation is accompanied by adaptive governance structures that optimize the
balancing of policy innovation and risk management. Regulatory sandboxes enable experimental
execution of new methodology. The risk-based regulation scales up the requirements depending on the
criticality of applications. Agile governance changes with the times. Multi-stakeholder processes come
up with standards and norms. The international cooperation ensures that global problems are solved and
no fragmentation of regulations. Governmental wisdom can facilitate positively referencing innovation
and secure the safety, security, privacy, and equity.

3.9 Sector-Application and Implementations
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Various sectors exhibit different applications and implementation that is based on particular resilience
requirements, constraints and opportunities [36,92-94]. Learning the relevant contexts of sectors in
question helps implement technologies successfully and demonstrate the cross-domain transferable
lessons. Manufacturing resilience is based on predictive maintenance, quality control and coordination
of supply chain [95-97]. IoT sensors are used to measure the equipment vibration, temperature and also
acoustics that identifies degradation of equipment before it comes to pass. Tool Machine learning
provides sensor patterns that predict optimum maintenance time at a balance between reliability and
cost. The quality of products is attempted using computer vision to detect defects. Digital twins
reproduce the processes of production to allow it to be maximized and analyzed. Blockchain monitors
elements and materials to make sure that all their information is authentic and that the blockchain gives
an opportunity to isolate the problem quickly. Strong manufacturing does not stop due to failure of
equipment, supply disturbances, and changes in demand. Climate variability, pests pressure and market
volatility are moderated through agriculture and food security applications. Precision agriculture is a
practice of optimizing irrigation and fertilization through use of the IoT sensors that take readings of
soil moisture, temperature and nutrients. Multi-spectral camera drones determine the health of the crops
at the first sign of disease and stress. Machine learning forecasts yields, pest outbreaks and the most
suitable timing of planting. The blockchain traces of food allow tracking food to farm to consumer and
recalling it fast. Planning is encouraged by climate modeling and weather forecasting. Resilient
agriculture is resilient to environmental stress and market shocks as well as being able to remain
productive.

The resilience of the energy sector assimilates renewable generation, storage and energy demand
response programmes. Smart grids have sensors all through distribution lines to detect load and quality
of power. Platforms of analytics harmonize supply and demand using variable renewables [97-99].
Generation prediction by machine learning is based on the solar and wind sources. Al ensures
optimization of storage discharging and charging. Peer-to-peer trading of energy and driving of virtual
power stations are possible through blockchain. Microgrids also offer local resilience islanding in a grid
failure. Resilience systems on energy sustain consistent energy availability amid changes in the
generation and infrastructure disturbances. There is the improvement of transportation and mobility
applications which increase safety, efficiency and continuity. The connected cars exchange data on
roads, road conditions, hazards and traffic. V2X communication facilitates collaborative management
of collisions as well as traffic. Algorithms of route planning take into account actual conditions,
forecasting conditions, and other modes. Self-driving cars can become the way to minimise human
factor accidents. Capacity utilization is efficiently met by ride-sharing and mobility-as-a-service. Multi-
modal logistics is organized by blockchain. The element of resilient transportation ensures
transportation mobility in the face of infrastructure damage, extreme weather and capacity constraints.
Finance services utilize cutting-edge technologies in the prevention of fraud and the management of
risks and the resiliency of operations. Anomalies that can be indications of fraud or manipulation are
determined by real-time transaction monitoring. Stress testing models measure institutional and
systemic weaknesses. Intrusion, and data breach are defended by cybersecurity systems. Distributed
ledgers allow settlement through the absence of central clearing houses. The Al-based chatbots and
robo-advisors sustain the customer service on a disruption basis. Business continuity systems can be
described as systems that will keep vital activities running during crisis. Through strong financial
services which provide trust and necessary operations in case of turbulence of the market and disruption
of operations carry on.

In the field of education and research, the support of continuity and accessibility is evidenced. Learning
platforms were also used online, which kept learning going despite pandemic closures. The Al tutoring
systems offer teacher-centered learning and feedback. Learning analytics detect the struggling students
so that it is possible to intervene early. Blockchain credentials establish moveable validated credentials.
Laboratory and instrumentation infrastructure Research infrastructure such as remote access through
which researchers can collaborate remotely. The knowledge is preserved and made available through
digital libraries. Resilient education continues learning despite the interruption by physical forces and
offers equal opportunities.
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3.10 Comparative Analysis of Technological Approaches

The technological methods are different, they do not have the same level of benefits and restrictions,
which is why this approach should be selected carefully, depending on particular requirements and
restrictions [6,100-103]. There are inherent tradeoffs between a centralized and a distributed
architecture. Centralized systems are easy to manage, simple to optimize and have economies of scale,
but contain single points of failure as well as bottlenecks. Distributed systems are redundant, offer local
autonomy and scale though they are more complex and challenging in terms of coordination. Blockchain
is an example of distributed trust whereas cloud platforms are centralized in terms of efficiency. The
hybrid strategies of centralized coordination with distributed execution tend to give the best balance in
resilience applications. Cloud, edge and fog computing designs spread the intelligence and processing
in the determination of various levels. The enormous scalability, superior functions, and financial
efficiency cannot be achieved without shared infrastructure but implant the connection latency and
dependency on networking created by cloud computing. Edge computing brings intelligence to data
sources allowing real-time reaction, decreasing bandwidth, and continuing to function in the occurrence
of connectivity loss but with limited computational capabilities. Fog computing offers medium
capabilities between responsiveness and processing units. Selection of architecture is pegged on
requirements in latency, bandwidth and privacy, and reliability.

Table 2: Challenges, Solutions, and Implementation Considerations for Technology-Enhanced

Resilience

Sr.  Challenge Specific Issue Current Limitation of Proposed Solution Implementation
No. Category Approach Approach Consideration
1 Interoperability ~ Heterogeneous Gateway Performance Standardized IoT Industry consensus
sensor protocols translation devices  bottlenecks and communication building required
single points of protocols
failure
2 Scalability Processing Distributed stream  Linear scaling Hierarchical edge-  Network bandwidth
massive real-time  processing limitations with fog-cloud and latency
streams correlation analysis architectures constraints
3 Data Quality Missing and Statistical Incorrect Physics-informed Domain expertise
erroneous sensor imputation assumptions about reconstruction integration required
data methods missingness algorithms
mechanisms
4 Privacy Pervasive Data Re-identification Federated learning ~ Performance
monitoring and anonymization through auxiliary and differential tradeoffs with
surveillance techniques information privacy privacy levels
5 Security 10T device Network Insider threats and Hardware security ~ Cost implications
vulnerabilities segmentation and supply chain attacks ~ modules and for low-cost devices
firewalls attestation
6 Energy Battery-powered Duty cycling and Missing critical Event-driven Environmental
Efficiency sensor longevity sleep modes events during sleep wake-up and variability in
periods energy harvesting harvesting
7 Algorithmic Discriminatory Bias detection and ~ Tradeoffs between Fairness-aware Defining
Bias machine learning  mitigation fairness and learning algorithms  appropriate fairness
outcomes techniques accuracy criteria
8 Model Black-box deep Post-hoc Explanations may Inherently Performance
Interpretability learning decisions  explanation not reflect actual interpretable tradeoffs with
methods model logic architectures complexity
9 Data Scarcity Limited examples = Data augmentation  Simulation-reality Transfer learning Domain adaptation
of rare events and simulation gaps and few-shot challenges
learning
10 Latency Real-time Edge computing Limited Model Accuracy
response deployment computational compression and degradation from
requirements resources at edge pruning compression
11 Blockchain Transaction Off-chain and Security and Directed acyclic Network effect and
Throughput processing layer-2 solutions decentralization graph structures adoption barriers
limitations tradeoffs
12 Smart Contract Vulnerabilities Formal verification  Scalability of Automated False positive rates
Security and exploits methods verification vulnerability requiring expertise
approaches detection tools
13 Concept Drift Changing data Periodic model Determining Online learning Balancing stability
distributions retraining retraining frequency  and adaptation and plasticity
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14 Adversarial Attacks Adversarial Computational costs  Certified defenses Performance and
Robustness manipulating Al training and coverage and randomization  usability impacts
systems limitations
15 Coordination Multi-stakeholder ~ Formal agreements  Inflexibility and Smart contracts Legal uncertainties
Complexity governance and protocols slow adaptation and algorithmic and dispute
governance resolution
16 Skill Gaps Shortage of Training and Pace of Al-assisted Trust in Al-
qualified education technological change  development tools  generated solutions
personnel programs
17 Digital Divide Unequal access to  Subsidies and Sustainability of Low-cost open- Technical support
technologies public provision support programs source solutions infrastructure
needed
18 Regulatory Unclear Voluntary Lack of enforcement ~ Adaptive Balancing
Uncertainty compliance standards and self-  and consistency regulatory innovation and
requirements regulation frameworks protection
19 Vendor Lock-in  Proprietary Open standards Slow adoption by Mandatory Competitiveness
systems and advocacy major vendors interoperability concerns
formats requirements
20 Return on Difficulty Historical loss Underestimating Option value and Complexity of
Investment quantifying analysis low-probability real options valuation methods
resilience value events analysis
21 Legacy System Incompatible Middleware and Performance Gradual migration ~ Business disruption
Integration existing adapters overhead and strategies risks
infrastructure maintenance costs
22 Disaster Systems Geographic Costs and data Edge-based Coordination after
Resistance vulnerable to redundancy consistency resilience with network partition
same disasters challenges local autonomy
23 Ethical Al making Human-in-the-loop  Bottlenecks during Ethical constraints ~ Defining and
Decision- choices affecting approaches high-tempo in objective encoding ethics
Making human welfare operations functions formally
24 Environmental Energy Efficiency Rebound effects Circular economy  Lifecycle costs and
Impact consumption and improvements from increased usage and green recycling
e-waste computing infrastructure
25 Social Resistance and Stakeholder Superficial Genuine co-design ~ Power
Acceptance lack of trust engagement participation without  and community redistribution
influence control challenges
26 False Positives Alert fatigue from  Tuning detection Tradeoffs between Ensemble methods  Training and
inaccurate thresholds sensitivity and and human-Al workflow
warnings specificity collaboration integration
27 Data Cross-border data  Data localization Inefficiencies and Federated Technical and legal
Sovereignty flows requirements reduced architectures complexity
functionality respecting
boundaries
28 Verification and  Testing adaptive Simulation and Coverage of possible  Formal methods Computational
Validation learning systems scenario testing situations and runtime costs and
monitoring incompleteness
29 Liability and Unclear Insurance and Moral hazard and Transparent audit Legal framework
Accountability responsibility for indemnification adverse selection trails and black development
Al decisions boxes needed
30 Systemic Risk Technological Diversity in Coordination costs Controlled Balancing
monocultures implementations and interoperability heterogeneity standardization and
strategies diversity

The learning tools to be used include supervised and unsupervised. Supervised learning writes the
correct model to well-known problems when the training data is labeled and lots of human resource is
needed to label the existing data and cannot handle new conditions. Unsupervised learning finds patterns
which do not have labels to be explored and find anomalies but have lower accuracy. Semi-supervised
learning amalgamates small, marked datasets and huge unlabeled datasets frequently with positive
results with minimal labeling costs. Reinforcement learning optimizes sequential choices by means of
interaction which is appropriate to adaptive control however, it needs safe exploration of the
environment. Some tradeoffs that exist between openness and control are to be found in public and
private blockchain architecture. Permissionless blockchain Public blockchains are as transparent as
possible and resistant to censorship but suffer throughput, increased energy usage, and lack privacy.
Permissioned blockchains are also offered in a private setting with enhanced performance, can be
implemented with energy efficiency, and offer better control over privacy but with less transparency
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and must trust permissioning authorities. Consortium blockchains trade off these tradeoffs between well
known participants. It is selected based on the requirements of trust, performance needs, need of privacy
and preference of governance.

The two different approaches to Al would be model-based and data-driven, which represents different
knowledge sources. The model-based methods involve expert knowledge using formalized
representation of system physics, constraints and relationship that make them interpretable yet costly in
using limited data but very problematic with more complicated systems. Data-driven models acquire
knowledge through observations directly without the use of explicit models that may reveal surprises at
the cost of needing big data as well as not being interpretable. Halfway strategies between the two
usually produce better outcomes, utilizing the rather complementary advantages. The reactive and
proactive strategies are various time orientations. Reactive systems ease to take actions based on what
happens as it is appropriate to unpredictable situations but can have a cascading break down. Proactive
systems seek to predict and avert issues before they occur and they tend to avoid disruptions and thus
this kind of system needs to better predict the issues and respond to them before occurring, however
this type of system is likely to waste resources on incorrect predictions. Adaptive systems are in a way
a mixture of reacting to the existing state and learning to have a better predictive and preparative strategy
in the future. All the three capabilities usually balance resilience on the specific circumstances. The use
of metrics and evaluation frameworks fosters an environment marked by effective implementation of
activities, teaching, research and product development, as well as organizational culture.

3.11 Metrics and Evaluation Frameworks

Typically, the application of metrics and evaluation frameworks of activities, knowledge teaching,
product development and research, and the organizational culture work side by side to promote an
environment of effective application of the activities. Measures and appraisal systems of resilience
involving technological input demand the right measures and assessment systems that should
incorporate many dimensions .Technical performance measures evaluate system performance such as
label accuracy, label precision, label recall and label F1-scores of classification models; mean absolute
error and root mean square error of regression but does not evaluate system throughput and system
latency; or operational system availability and reliability. These measures measure the effectiveness of
systems to do their intended tasks but do not rely on the concept of resilience. Measures of resilience
specific features include system capacity to survive, adapt and recuperate during it. Time to detect
represents the rate at which the threats or failures are detected. The times to respond measure the speed
with which corrective actions are taken. Recovery time objective gives acceptable time to recover.
Service level agreements establish performances degradation that is acceptable in disruptions. Graceful
degradation is a measurement of the reduction in system capability when subjected to stress as opposed
to the catastrophic failure of the system. Adaptive capacity is used to determine the effectiveness with
which systems adapt to changing conditions.

Network resilience measures are used to measure connectivity, redundancy and robustness. Network
connectivity quantifies the proportion of the nodes that have the ability to interact. The mean path length
will tell how fast the information is relayed. Local redundancy is brought out by clustering coefficient.
Betweenness centrality also establishes important nodes whose loss would have the greatest flows.
Network robustness measures the loss of performance with the failure of components. Such metrics
guide the planning of infrastructures and detect any vulnerabilities. The metrics of the economy
determine cost- effectiveness and value. The total cost of ownership incorporates the cost of acquisition,
operation and maintenance. Return on investment determines the benefits as compared to costs but the
benefits of resilience are difficult to quantify. The value of information measures the improvement of
the decisions made using superior data and forecast. The flexibility to deal with future uncertainties is
captured under option value. The risk-adjusted measurements include the likelihood and magnitude of
likely interruptions. Distributional issues are started with social and equity metrics. The measures of
access determine the populations enjoying resilience technologies. The fairness metrics evaluate the
systematic variation of the outcomes between the demographic groups. The indices of vulnerability
single out populations at the highest risk. Participatory metrics involves the community involvement in
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resilience planning and governance. The metrics can be used to achieve the goal of making resilience
efforts minimize inequalities instead of worsening them.

Environmental impacts are measured using sustainability metrics. Carbon footprint and energy
consumption measure the climatic impacts. The use of water and the consumption of materials evaluates
the needs of resources. Circular economy performance is measured with the help of electronic waste
and end-of- life recycling. Lifecycle assessment gives detailed accounts of the environment. The
technologies demanded in a sustainable resilience level are those that do not cause harm to the overall
environmental systems. Competitions and benchmark datasets bring improvements to the field as they
allow systematic comparison among approaches. Common resilience tasks have standardized datasets
and enable comparing algorithms across researchers to provide a fair comparison. Competitions
promote innovation and set the standards of performance. Social debates bring on board heterogeneous
players and enhance expediency. Nonetheless, the benchmark performance would not ensure actual
performance in the real-life situations specifically to the intricate socio-technical systems in which
context counts a lot. Techniques of validation are the following: laboratory tests, simulation, pilot
deployments and actual monitoring. Specific capabilities are removed to laboratory testing under
controlled conditions. Simulation measures performance in a variety of situations such as rare events.
Small-scale pilot installations in real life situations highlight integration problems and unforeseen
problems. Operation monitoring follows the performance during the real use incidence of disruption. It
takes a multi-faceted analysis since all are limited in one way or the other.

3.12 Implementation Strategies and Best Practices

Antiquity Expectancy Theory does not concern employing ways of taking advantage of something
useful to the researcher.The resilience technologies can be implemented successfully only with
considerate planning taking into account technical, organizational, and social aspects.Within gradual
implementation, a small number of pilots limits risk, facilitates learning, and proves value, as well as
will enable significant investments. Pilots experiment with technologies in regulated situations that
expose the difficulties and the capability capabilities of the organization. Effective pilots create
backgrounds of encouragement towards general implementation. The iterative expansion utilizes
lessons learnt that enhance the next deployments. Incremental strategies compromise the innovation
with reasonable risk management that is highly valued in cases of resilience systems where the failure
of the system could severely impact the human lives. The involvement of the stakeholders during the
planning and implementation process is what guarantees the solutions to find their ways to the actual
needs, be accepted, and include varied visions. The early engagement determines the requirements and
constraints. The co-design processes generate shared ownership. Effective operation is possible through
training and capacity building. Understanding and trust are created through communication. Constant
feedback channels facilitate in the continuous improvement. The participatory methods are of special
significance to resiliency that relies on joint influence within a range of communities.

Early interoperability planning through planning helps to avoid integration difficulties and facilitates
evolution. Multi-vendor environments are made available through open standards. APIs are clearly
defined, which allows substitution of the components. There is isolating of changes in modular
architectures that minimises the integration costs. Information exchange occurs with the use of
standardized data formats. Investments made in interoperability yield dividends in flexibility and long
life by not laying in lock with a vendor and to make improvements gradually. Insecurity and privacy by
design makes sure they are integrated into the design and never added afterward. Threat modeling
determines threats and vectors of attack. Defense in depth has many complementary security measures.
Minimum necessary has a principle of least privilege. Sensitive information is safeguarded with privacy
preserving methods, such as encryption and anonymization. Testing of security is done during
development and vulnerabilities are also identified and corrected. Embedded security and privacy are
more effective and efficient compared to retrofitting protection. Governance structures define the roles,
responsibilities and decision making. Technical architecture decisions, data policies, access controls and
operational procedures are managed in governance. Multi-stakeholder governance equalizes various
interests and knowledge. Exceptional and indicative incidents are controlled by escalation procedures.

95



International Journal of Applied Resilience and Sustainability, Volume 2, Issue 2, February 2026, pp. 75-103

Performance is evaluated on a regular basis and improvements realized. Understanding leadership
avoids mixing up, time loss, and struggle as well as accountability.

Change management assists them in adapting of emerging technologies and processes within an
organization and individuals. Change and good is explained through communication. Skills needed are
developed through training. Rewards match organizational and personal interests. Champions are
champions of adoption and help their colleagues. The resistance should be addressed with the help of
engagement and adaptation to achieve better results. The success of technology is determined by the
human adoption and successful use. There is a continual monitoring and improvement, designing
deployment as a starting point, as opposed to a conclusion. The effectiveness of systems is monitored
by performance. The feedback channels are used to record the user experiences and recommendations.
Frequent audit is used to determine the success of goal achievement. The problems are solved by
application of iterative refinement and new capabilities are added. Incidences help to learn and enhance
performance in the future. To keep up with the changing conditions, continuous improvement is
relevant. Complementary expertise and resources are exploited through partnership and collaboration.
Specialized capabilities are offered by the technology vendors. The research institutions also bring in
innovation and assessment. Power and resources sources are provided by government agencies. Local
relevance and involvement is taken care of by community organizations. Collaborations get synergies
that are stronger than what individual entities would do. Good partnerships have to be achieved through
clear allegations, mutual understanding and understanding.

4. Conclusion

This paper has undertaken a wide scope of literature research on the intersection of Artificial
Intelligence, Machine Learning, Internet of Things, Big Data Analytics and Blockchain technologies in
increasing resilience across various industries and application platforms. It is synthesized that joint
implementations of these technologies develop synergistic potentials that are immensely much more
significant than the contributions that independent technologies shown in isolation would have. The
resulting powerful frameworks of anticipating threats, reinforcing defenses, mobilizing adaptive
responses, and being able to recover on the shorthand after a disruption are the product of a combination
of pervasive sensing with IoT networks, intelligent processing with Al and machine learning algorithms,
complete integration with big data analytics platforms, and distributed trust arrangements made possible
by blockchain.

The study shows that its success has been realized in various industries. Smart cities make use of
integrated technologies to monitor infrastructure, to optimize traffic, to preserve the environment and
provide emergency response, making scope of cities capable of managing and recovering after shock
and stress events. The technologies are utilized by healthcare systems in disease prediction, monitoring
of patients, resource allocation, and epidemiological intervention, which expands capacity in the cases
of crisis maintenance of key services, as well as the enhancement of the routine care. Technology
integration in supply chains provides the ability and flexibility to supply end-to-end visibility, demand
forecasting, risk evaluation and adaptive rerouting and thus becomes resilient to disruption besides
being efficient in utilization. Stopless monitoring, predictive maintenance and automated defense as
well as quick recovery capabilities are useful to critical infrastructure such as power grids, water
systems, and transportation networks. The real-time sensing, predictive modeling, optimization of
resources, and multi-agency coordination of emergency management operations makes responses
sensitive and effective in emergency management. There are some of the main success factors in the
successful deployment of technology that have been brought to fore by the investigation. First,
diversified all-inclusiveness strategies offer high quality results over separate applications meaning that
resilience strategies should focus on the system design than fragmented applications of the individual
technologies. Second, the human-centered design that requires involvement of the stakeholders
throughout the planning and implementation process ensures that the solutions serve the real needs, are
accepted and adapted to include different perspectives of the various headlines that are very much
needed to be resilient and this in itself involve collective action. Third, a gradual implementation in
small groups of pilots is less risky and allows learning and demonstration of value and making major
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commitments. Fourth, interoperability at the outset using open standards and also by modular structures
avoids integration difficulties and makes it evolutional. Fifth, integrating protection against security and
privacy constraints during design is more productive compared to implementing security after the
development of the system.

Nevertheless, significant obstacles that should be confronted with in order to achieve the potential of
the technology-enhanced resilience have been uncovered in the review as well. Technical
Implementation barriers such as interoperability, scalability, latency and power consumption problems
should be researched and innovated further. Such problems as the quality of the data, a lack of examples
of unusual events, the bias of historical data, and concept drift when relations vary over time require
advanced remedies. Issues of security and privacy that are created by ubiquitous tracking, concentration
of data in a central location, and inept IoT gadgets necessitate extensive protection models. The ethical
issues that include the bias in algorithms, decision-making by machines that have an impact on human
wellbeing, and a fair distribution of resilience technology needs to be approached with care. The high
costs, the take longer time to quantify the return on investment on the resilience and lack of skills inhibit
implementation even when the technical feasibility is established. Resistance to change, broken
governance and complexity of coordination provide organization obstacles that slug implementation.
Uncertainties in regulations regarding requirements, liability, and data management present reluctance
in specific circumstances especially towards innovative applications. New horizons give good
opportunities in terms of the progress of research and practice. Federated learning is a model
development that allows organizations to collaborate without the sharing of raw data to increase privacy
and harness its experience. Edge Al runs smart processing on-the-edge with low latency and operates
even in case of network failures. Explainable Al is used to explain complex models that are more
relationship to human supervision and trust in high-stakes applications. Digital twins form virtual
proxies that allow simulation and maximization of resiliency planning. Optimization and simulation
quantum computing promises are on the breakthrough due to the nascent practical applications.
Generating synthetic data stimulates training examples of situations that do not have historical data.
Participatory design will make technologies inclusive to different populations and incorporation of local
knowledge. Adaptive governance balances are the aspects where innovation is made possible and
suitable risks addressed.

There are key areas that should be a priority area in future research. The first is the full-scale frameworks
explicitly capturing the interactions and the emergent aspects via converging technologies would further
the insight into technology studies in isolation. Second, longitudinal empirical studies that monitor
performance of systems based on disruption events would yield evidence that is not available at the
present moment regarding resiliency enhancement of the technology deployments. Third, comparative
study assessments on alternative configurations, implementation strategies, and governance models
would help practitioners on the choice of the most appropriate approach to use on certain situations.
Fourth, there would be research on standardization towards interoperability, architectural styles towards
scalable real-time processing, energy efficient designs and security frameworks which would disrupt
the technical barriers. Fifth, it would enhance better decision-making through research of economic
models that would properly place resilience investments especially in cases of low probability and high
impact events. Sixth, the research on the ethical principles to use algorithms in the decision-making
process, fair access to technologies, and privacy should be studied to guarantee positive results. Lastly,
facilitating policy and regulatory structures to allow innovation and maintain the safety, security,
privacy, and accountability would provide enabling conditions of adoption. The integration of Al,
machine learning, IoT, big data analytics, and blockchain poses a major change with regards to how the
concept of resilience can be conceptualized and operationalized. Such technologies allow systems to
feel the moods around them and react to the experience which enables them to reason about future and
make wise decisions as well as the ability to coordinate across organizational frontiers in ways that was
never possible before. The capabilities of creating the real resilience of socio-technical systems being
able to envision threats, ability to overcome shocks, responding to the changing conditions, and fast
recovery and learning and facilitating improvement are significant. Nevertheless, to achieve this
potential, it is necessary to deal with major technical, organizational, economic, ethical, and policy
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issues by conducting further research, implementing it thoughtfully and governance, changing in
response.

Stress on the need to create resilient systems has been increasing with the frequency and intensity of
climate change, cyber threats, pandemics, and other problems. Resilience cannot be traditionally
established merely by use of technology, which relies on social, economic, and political aspects such as
community strength, economic diversity, good governance systems, and fair distribution of resources
and opportunities. Nevertheless, well-considered technologies can contribute greatly to the capacity of
humans to foresee the difficulties, make rational decisions, organize the process of interaction and
acquire the experience. The synthesis delivered in this review offers sufficient base to the researcher
working to ensure further knowledge development, the practitioner adopting solutions and the
policymaker developing enabling environments. The sustained development will take more efforts and
adaptation to learning as technologies and resiliency issues keep changing. Strategic combination of
innovative technologies and human knowledge, interpersonal collaboration and dynamic governance
allow creation of resilience communities, organizations, and systems which could survive uncertainty
and disruption. This is a review that has established the significant milestones that have already been
made and the ones that still have to be made. Through overcoming discovered challenges, working on
the new opportunities, and keeping an eye on the main resilience principles, the research and practice
communities will be able to move in the defined direction and provide more people with a secure and
sustainable future.

Author Contributions

SE: Methodology, software, writing original draft, writing review and editing. OMN: Methodology,
writing review and editing, and supervision. NLR: Conceptualization, study design, visualization,
writing original draft, writing review and editing, and supervision. JR: Conceptualization, study design,
analysis, data collection.

Conflict of interest

The authors declare no conflicts of interest.

References

[I]  Moskalenko V, Kharchenko V, Moskalenko A, Kuzikov B. Resilience and resilient systems of artificial intelligence:
taxonomy, models and methods. Algorithms. 2023 Mar 18;16(3):165.

[2] https://doi.org/10.3390/a16030165

[3] Rane N, Choudhary S, Rane J. Artificial intelligence for enhancing resilience. Journal of Applied Artificial Intelligence.
2024 Sep 9;5(2):1-33. https://doi.org/10.48185/jaai.v5i2.1053

[4] Wani AK, Rahayu F, Ben Amor I, Quadir M, Murianingrum M, Parnidi P, Ayub A, Supriyadi S, Sakiroh S, Saefudin S,
Kumar A. Environmental resilience through artificial intelligence: innovations in monitoring and management.
Environmental Science and Pollution Research. 2024 Mar;31(12):18379-95. https://doi.org/10.1007/s11356-024-32404-
Z

[5] Zamani ED, Smyth C, Gupta S, Dennehy D. Artificial intelligence and big data analytics for supply chain resilience: a
systematic literature review. Annals of Operations Research. 2023 Aug;327(2):605-32. https://doi.org/10.1007/s10479-
022-04983-y

[6] Singh S, Goyal MK. Enhancing climate resilience in businesses: the role of artificial intelligence. Journal of Cleaner
Production. 2023 Sep 15;418:138228. https://doi.org/10.1016/j.jclepro.2023.138228

[71 Riad M, Naimi M, Okar C. Enhancing supply chain resilience through artificial intelligence: developing a comprehensive
conceptual framework for Al implementation and supply chain optimization. Logistics. 2024 Nov 6;8(4):111.
https://doi.org/10.3390/logistics8040111

[8] Rane NL, Mallick SK, Rane J. Artificial intelligence and machine learning for enhancing resilience: Concepts,

Applications, and future directions. Deep Science Publishing; 2025 Jul 1. https://doi.org/10.70593/978-93-7185-143-5

98


https://doi.org/10.3390/a16030165
https://doi.org/10.48185/jaai.v5i2.1053
https://doi.org/10.1007/s11356-024-32404-z
https://doi.org/10.1007/s11356-024-32404-z
https://doi.org/10.1007/s10479-022-04983-y
https://doi.org/10.1007/s10479-022-04983-y
https://doi.org/10.1016/j.jclepro.2023.138228
https://doi.org/10.3390/logistics8040111
https://doi.org/10.70593/978-93-7185-143-5

[10]

[11]

[12]

[13]

[14]

[18]

[27]

International Journal of Applied Resilience and Sustainability, Volume 2, Issue 2, February 2026, pp. 75-103

Modgil S, Singh RK, Hannibal C. Artificial intelligence for supply chain resilience: learning from Covid-19. The
international journal of logistics management. 2022 Oct 17;33(4):1246-68. https://doi.org/10.1108/IJLM-02-2021-0094
Kong H, Jiang X, Zhou X, Baum T, Li J, Yu J. Influence of artificial intelligence (AI) perception on career resilience and
informal learning. Tourism Review. 2024 Jan 18;79(1):219-33. https://doi.org/10.1108/TR-10-2022-0521

Belhadi A, Kamble S, Fosso Wamba S, Queiroz MM. Building supply-chain resilience: an artificial intelligence-based
technique and decision-making framework. International journal of production research. 2022 Jul 18;60(14):4487-507.
https://doi.org/10.1080/00207543.2021.1950935

Gupta S, Modgil S, Choi TM, Kumar A, Antony J. Influences of artificial intelligence and blockchain technology on
financial resilience of supply chains. International Journal of Production Economics. 2023 Jul 1;261:108868.
https://doi.org/10.1016/.ijpe.2023.108868

Dohale V, Akarte M, Gunasekaran A, Verma P. Exploring the role of artificial intelligence in building production
resilience: learnings from the COVID-19 pandemic. International Journal of Production Research. 2024 Aug
2;62(15):5472-88. https://doi.org/10.1080/00207543.2022.2127961

Lei Y, Liang Z, Ruan P. Evaluation on the impact of digital transformation on the economic resilience of the energy
industry in the context of artificial intelligence. Energy Reports. 2023 Dec  1;9:785-92.
https://doi.org/10.1016/j.egyr.2022.12.019

Rashid A, Rasheed R, Ngah AH, Amirah NA. Unleashing the power of cloud adoption and artificial intelligence in
optimizing resilience and sustainable manufacturing supply chain in the USA. Journal of Manufacturing Technology
Management. 2024 Nov 18;35(7):1329-53. https://doi.org/10.1108/JMTM-02-2024-0080

Dey PK, Chowdhury S, Abadie A, Vann Yaroson E, Sarkar S. Artificial intelligence-driven supply chain resilience in
Vietnamese manufacturing small-and medium-sized enterprises. International Journal of Production Research. 2024 Aug
2;62(15):5417-56. https://doi.org/10.1080/00207543.2023.2179859

Kassa A, Kitaw D, Stache U, Beshah B, Degefu G. Artificial intelligence techniques for enhancing supply chain resilience:
A systematic literature review, holistic framework, and future research. Computers & Industrial Engineering. 2023 Dec
1;186:109714. https://doi.org/10.1016/j.cie.2023.109714

Dubey R, Bryde DJ, Dwivedi YK, Graham G, Foropon C. Impact of artificial intelligence-driven big data analytics culture
on agility and resilience in humanitarian supply chain: a practice-based view. International Journal of Production
Economics. 2022 Aug 1;250:108618. https://doi.org/10.1016/1.ijpe.2022.108618

Singh RK, Modgil S, Shore A. Building artificial intelligence enabled resilient supply chain: a multi-method approach.
Journal of Enterprise Information Management. 2024 Apr 22;37(2):414-36. https://doi.org/10.1108/JEIM-09-2022-0326
Naz F, Kumar A, Majumdar A, Agrawal R. Is artificial intelligence an enabler of supply chain resiliency post COVID-
19? An exploratory state-of-the-art review for future research. Operations Management Research. 2022 Jun;15(1):378-
98. https://doi.org/10.1007/s12063-021-00208-w

Khan MH, Wang S, Wang J, Ahmar S, Saeed S, Khan SU, Xu X, Chen H, Bhat JA, Feng X. Applications of artificial
intelligence in climate-resilient smart-crop breeding. International Journal of Molecular Sciences. 2022 Sep
22;23(19):11156. https://doi.org/10.3390/ijms231911156

Vishwakarma LP, Singh RK, Mishra R, Kumari A. Application of artificial intelligence for resilient and sustainable
healthcare system: Systematic literature review and future research directions. International Journal of Production
Research. 2025 Jan 17;63(2):822-44. https://doi.org/10.1080/00207543.2023.2188101

Jauhar SK, Jani SM, Kamble SS, Pratap S, Belhadi A, Gupta S. How to use no-code artificial intelligence to predict and
minimize the inventory distortions for resilient supply chains. International Journal of Production Research. 2024 Aug
2;62(15):5510-34. https://doi.org/10.1080/00207543.2023.2166139

Sundaramurthy SK, Ravichandran N, Inaganti AC, Muppalaneni R. Al-powered operational resilience: Building secure,
scalable, and intelligent enterprises. Artificial Intelligence and Machine Learning Review. 2022 Jan 8;3(1):1-0.

Mariani MM, Borghi M. Artificial intelligence in service industries: customers' assessment of service production and
resilient service operations. International Journal of Production Research. 2024 Aug 2;62(15):5400-16.
https://doi.org/10.1080/00207543.2022.2160027

Mu W, Kleter GA, Bouzembrak Y, Dupouy E, Frewer LJ, Radwan Al Natour FN, Marvin HJ. Making food systems more
resilient to food safety risks by including artificial intelligence, big data, and internet of things into food safety early
warning and emerging risk identification tools. Comprehensive Reviews in Food Science and Food Safety. 2024
Jan;23(1):e13296. https://doi.org/10.1111/1541-4337.13296

Ahmed T, Karmaker CL, Nasir SB, Moktadir MA, Paul SK. Modeling the artificial intelligence-based imperatives of
industry 5.0 towards resilient supply chains: A post-COVID-19 pandemic perspective. Computers & Industrial
Engineering. 2023 Mar 1;177:109055. https://doi.org/10.1016/j.cie.2023.109055

99


https://doi.org/10.1108/IJLM-02-2021-0094
https://doi.org/10.1108/TR-10-2022-0521
https://doi.org/10.1080/00207543.2021.1950935
https://doi.org/10.1016/j.ijpe.2023.108868
https://doi.org/10.1080/00207543.2022.2127961
https://doi.org/10.1016/j.egyr.2022.12.019
https://doi.org/10.1108/JMTM-02-2024-0080
https://doi.org/10.1080/00207543.2023.2179859
https://doi.org/10.1016/j.cie.2023.109714
https://doi.org/10.1016/j.ijpe.2022.108618
https://doi.org/10.1108/JEIM-09-2022-0326
https://doi.org/10.1007/s12063-021-00208-w
https://doi.org/10.3390/ijms231911156
https://doi.org/10.1080/00207543.2023.2188101
https://doi.org/10.1080/00207543.2023.2166139
https://doi.org/10.1080/00207543.2022.2160027
https://doi.org/10.1111/1541-4337.13296
https://doi.org/10.1016/j.cie.2023.109055

[30]
31]
[32]

[33]

[34]

[38]

[46]

[47]

[48]

International Journal of Applied Resilience and Sustainability, Volume 2, Issue 2, February 2026, pp. 75-103

Cao L. Al and data science for smart emergency, crisis and disaster resilience. International journal of data science and
analytics. 2023 Apr;15(3):231-46. https://doi.org/10.1007/s41060-023-00393-w

Ivanov D. Intelligent digital twin (iDT) for supply chain stress-testing, resilience, and viability. International Journal of
Production Economics. 2023 Sep 1;263:108938. https://doi.org/10.1016/].ijpe.2023.108938

Wu H, Li G, Zheng H. How does digital intelligence technology enhance supply chain resilience? Sustainable framework
and agenda. Annals of Operations Research. 2025 Dec;355(1):901-23. https://doi.org/10.1007/s10479-024-06104-3
Rane N. Role of ChatGPT and similar generative artificial intelligence (Al) in construction industry. Available at SSRN
4598258. 2023 Oct 10. https://doi.org/10.2139/ssrn.4598258

Saeed S, Altamimi SA, Alkayyal NA, Alshehri E, Alabbad DA. Digital transformation and cybersecurity challenges for
businesses resilience: Issues and recommendations. Sensors. 2023 Jul 25;23(15):6666. https://doi.org/10.3390/s23156666
Usigbe MJ, Asem-Hiablie S, Uyeh DD, Iyiola O, Park T, Mallipeddi R. Enhancing resilience in agricultural production
systems with Al-based technologies. Environment, Development and Sustainability. 2024 Sep;26(9):21955-83.
https://doi.org/10.1007/s10668-023-03588-0

Abaku EA, Edunjobi TE, Odimarha AC. Theoretical approaches to Al in supply chain optimization: Pathways to
efficiency and resilience. International journal of science and technology research archive. 2024 Mar;6(1):092-107.
https://doi.org/10.53771/ijstra.2024.6.1.0033

Merhi MI, Harfouche A. Enablers of artificial intelligence adoption and implementation in production systems.
International journal of production research. 2024 Aug 2;62(15):5457-71.
https://doi.org/10.1080/00207543.2023.2167014

Andreoni M, Lunardi WT, Lawton G, Thakkar S. Enhancing autonomous system security and resilience with generative
Al: A comprehensive survey. IEEE Access. 2024 Aug 6;12:109470-93. https://doi.org/10.1109/ACCESS.2024.3439363
Prashar N, Lakra HS, Shaw R, Kaur H. Urban Flood Resilience: A comprehensive review of assessment methods, tools,
and techniques to manage disaster. Progress in Disaster Science. 2023 Dec  1;20:100299.
https://doi.org/10.1016/1.pdisas.2023.100299

Shaik T, Tao X, Higgins N, Li L, Gururajan R, Zhou X, Acharya UR. Remote patient monitoring using artificial
intelligence: Current state, applications, and challenges. Wiley Interdisciplinary Reviews: Data Mining and Knowledge
Discovery. 2023 Mar;13(2):¢1485. https://doi.org/10.1002/widm.1485

Ueda D, Kakinuma T, Fujita S, Kamagata K, Fushimi Y, Ito R, Matsui Y, Nozaki T, Nakaura T, Fujima N, Tatsugami F.
Fairness of artificial intelligence in healthcare: review and recommendations. Japanese journal of radiology. 2024
Jan;42(1):3-15. https://doi.org/10.1007/s11604-023-01474-3

Chandrasekera T, Hosseini Z, Perera U. Can artificial intelligence support creativity in early design processes?.
International journal of architectural computing. 2025 Mar;23(1):122-36. https://doi.org/10.1177/14780771241254637
Wang C, Wang H, Li Y, Dai J, Gu X, Yu T. Factors influencing university students' behavioral intention to use generative
artificial intelligence: Integrating the theory of planned behavior and Al literacy. International Journal of Human-
Computer Interaction. 2025 Jun 3;41(11):6649-71. https://doi.org/10.1080/10447318.2024.2383033

Wang Q, Sun T, Li R. Does artificial intelligence promote green innovation? An assessment based on direct, indirect,
spillover, and heterogeneity effects. Energy & Environment. 2025 Mar;36(2):1005-37.
https://doi.org/10.1177/0958305X231220520

Kocak B, Ponsiglione A, Stanzione A, Bluethgen C, Santinha J, Ugga L, Huisman M, Klontzas ME, Cannella R, Cuocolo
R. Bias in artificial intelligence for medical imaging: fundamentals, detection, avoidance, mitigation, challenges, ethics,
and prospects. Diagnostic and interventional radiology. 2025 Mar 3;31(2):75. https://doi.org/10.4274/dir.2024.242854
Wachter RM, Brynjolfsson E. Will generative artificial intelligence deliver on its promise in health care?. Jama. 2024 Jan
2;331(1):65-9. https://doi.org/10.1001/jama.2023.25054

Kraemer MU, Tsui JL, Chang SY, Lytras S, Khurana MP, Vanderslott S, Bajaj S, Scheidwasser N, Curran-Sebastian JL,
Semenova E, Zhang M. Artificial intelligence for modelling infectious disease epidemics. Nature. 2025 Feb
20,638(8051):623-35. https://doi.org/10.1038/s41586-024-08564-w

Demaidi MN. Artificial intelligence national strategy in a developing country. Ai & Society. 2025 Feb;40(2):423-35.
https://doi.org/10.1007/s00146-023-01779-x

Pereira V, Hadjielias E, Christofi M, Vrontis D. A systematic literature review on the impact of artificial intelligence on
workplace outcomes: A multi-process perspective. Human Resource Management Review. 2023 Mar 1;33(1):100857.
https://doi.org/10.1016/j.hrmr.2021.100857

Cowls J, Tsamados A, Taddeo M, Floridi L. The AI gambit: leveraging artificial intelligence to combat climate change-
opportunities, challenges, and recommendations. Ai & Society. 2023 Feb;38(1):283-307. https://doi.org/10.1007/s00146-
021-01294-x

100


https://doi.org/10.1007/s41060-023-00393-w
https://doi.org/10.1016/j.ijpe.2023.108938
https://doi.org/10.1007/s10479-024-06104-3
https://doi.org/10.2139/ssrn.4598258
https://doi.org/10.3390/s23156666
https://doi.org/10.1007/s10668-023-03588-0
https://doi.org/10.53771/ijstra.2024.6.1.0033
https://doi.org/10.1080/00207543.2023.2167014
https://doi.org/10.1109/ACCESS.2024.3439363
https://doi.org/10.1016/j.pdisas.2023.100299
https://doi.org/10.1002/widm.1485
https://doi.org/10.1007/s11604-023-01474-3
https://doi.org/10.1177/14780771241254637
https://doi.org/10.1080/10447318.2024.2383033
https://doi.org/10.1177/0958305X231220520
https://doi.org/10.4274/dir.2024.242854
https://doi.org/10.1001/jama.2023.25054
https://doi.org/10.1038/s41586-024-08564-w
https://doi.org/10.1007/s00146-023-01779-x
https://doi.org/10.1016/j.hrmr.2021.100857
https://doi.org/10.1007/s00146-021-01294-x
https://doi.org/10.1007/s00146-021-01294-x

[50]

[51]

[52]

[57]

[68]

International Journal of Applied Resilience and Sustainability, Volume 2, Issue 2, February 2026, pp. 75-103

Temsah A, Alhasan K, Altamimi I, Jamal A, Al-Eyadhy A, Malki KH, Temsah MH. DeepSeek in healthcare: revealing
opportunities and steering challenges of a new open-source artificial intelligence frontier. Cureus. 2025 Feb 18;17(2).
https://doi.org/10.7759/cureus.79221

Wang Y, Wang L, Siau KL. Human-centered interaction in virtual worlds: A new era of generative artificial intelligence
and metaverse. International Journal of Human-Computer Interaction. 2025 Jan 17;41(2):1459-501.
https://doi.org/10.1080/10447318.2024.2316376

Rane N, Mallick SK, Rane J. Adversarial Machine Learning for Cybersecurity Resilience and Network Security
Enhancement. Available at SSRN 5337152. 2025 Jul 1. https://doi.org/10.2139/ssrn.5337152

Adewusi AO, Komolafe AM, Ejairu E, Aderotoye 1A, Abiona OO, Oyeniran OC. The role of predictive analytics in
optimizing supply chain resilience: a review of techniques and case studies. International Journal of Management &
Entrepreneurship Research. 2024 Mar 23;6(3):815-37. https://doi.org/10.51594/ijmer.v6i3.938

Argyroudis SA, Mitoulis SA, Chatzi E, Baker JW, Brilakis I, Gkoumas K, Vousdoukas M, Hynes W, Carluccio S, Keou
O, Frangopol DM. Digital technologies can enhance climate resilience of critical infrastructure. Climate Risk
Management. 2022 Jan 1;35:100387. https://doi.org/10.1016/j.crm.2021.100387

Ye X, Du J, Han Y, Newman G, Retchless D, Zou L, Ham Y, Cai Z. Developing human-centered urban digital twins for
community infrastructure resilience: A research agenda. Journal of Planning Literature. 2023 May;38(2):187-99.
https://doi.org/10.1177/08854122221137861

Kazancoglu I, Ozbiltekin-Pala M, Mangla SK, Kumar A, Kazancoglu Y. Using emerging technologies to improve the
sustainability and resilience of supply chains in a fuzzy environment in the context of COVID-19. Annals of Operations
Research. 2023 Mar;322(1):217-40. https://doi.org/10.1007/s10479-022-04775-4

Arji G, Ahmadi H, Avazpoor P, Hemmat M. Identifying resilience strategies for disruption management in the healthcare
supply chain during COVID-19 by digital innovations: A systematic literature review. Informatics in medicine unlocked.
2023 Jan 1;38:101199. https://doi.org/10.1016/].imu.2023.101199

Gkontzis AF, Kotsiantis S, Feretzakis G, Verykios VS. Enhancing urban resilience: smart city data analyses, forecasts,
and digital twin techniques at the neighborhood level. Future Internet. 2024 Jan 30;16(2):47.
https://doi.org/10.3390/£i16020047

Eyo-Udo N. Leveraging artificial intelligence for enhanced supply chain optimization. Open Access Research Journal of
Multidisciplinary Studies. 2024 Apr;7(2):001-15. https://doi.org/10.53022/0arjms.2024.7.2.0044

Khan MM, Bashar I, Minhaj GM, Wasi Al, Hossain NU. Resilient and sustainable supplier selection: an integration of
SCOR 4.0 and machine learning approach. Sustainable and Resilient Infrastructure. 2023 Sep 3;8(5):453-69.
https://doi.org/10.1080/23789689.2023.2165782

Abdullayeva F. Cyber resilience and cyber security issues of intelligent cloud computing systems. Results in Control and
Optimization. 2023 Sep 1;12:100268. https://doi.org/10.1016/].ric0.2023.100268

Arévalo P, Jurado F. Impact of artificial intelligence on the planning and operation of distributed energy systems in smart
grids. Energies. 2024 Sep 8;17(17):4501. https://doi.org/10.3390/en17174501

Radanliev P. Cyber diplomacy: defining the opportunities for cybersecurity and risks from Artificial Intelligence, 10T,
Blockchains, and Quantum Computing. Journal of Cyber Security Technology. 2025 Jan 2;9(1):28-78.
https://doi.org/10.1080/23742917.2024.2312671

Ojika FU, Onaghinor OS, Esan OJ, Daraojimba AI, Ubamadu BC. Developing a predictive analytics framework for
supply chain resilience: Enhancing business continuity and operational efficiency through advanced software solutions.
IRE Journals. 2023 Jan;6(7):517-9.

Wang X, Mazumder RK, Salarich B, Salman AM, Shafieezadeh A, Li Y. Machine learning for risk and resilience
assessment in structural engineering: Progress and future trends. Journal of Structural Engineering. 2022 Aug
1;148(8):03122003. https://doi.org/10.1061/(ASCE)ST.1943-541X.0003392

Dhanushkodi K, Thejas S. Ai enabled threat detection: Leveraging artificial intelligence for advanced security and cyber
threat mitigation. IEEE access. 2024 Nov 8;12:173127-36. https://doi.org/10.1109/ACCESS.2024.3493957

Dana LP, Salamzadeh A, Mortazavi S, Hadizadeh M, Zolfaghari M. Strategic futures studies and entreprencurial
resiliency: a focus on digital technology trends and emerging markets. Tec Empresarial. 2022 Jan 1;16(1):87-100.
Ivanov D. The Industry 5.0 framework: viability-based integration of the resilience, sustainability, and human-centricity
perspectives. International Journal of  Production Research. 2023 Mar 4;61(5):1683-95.
https://doi.org/10.1080/00207543.2022.2118892

Wong LW, Tan GW, Ooi KB, Lin B, Dwivedi YK. Artificial intelligence-driven risk management for enhancing supply
chain agility: A deep-learning-based dual-stage PLS-SEM-ANN analysis. International Journal of Production Research.
2024 Aug 2;62(15):5535-55. https://doi.org/10.1080/00207543.2022.2063089

101


https://doi.org/10.7759/cureus.79221
https://doi.org/10.1080/10447318.2024.2316376
https://doi.org/10.2139/ssrn.5337152
https://doi.org/10.51594/ijmer.v6i3.938
https://doi.org/10.1016/j.crm.2021.100387
https://doi.org/10.1177/08854122221137861
https://doi.org/10.1007/s10479-022-04775-4
https://doi.org/10.1016/j.imu.2023.101199
https://doi.org/10.3390/fi16020047
https://doi.org/10.53022/oarjms.2024.7.2.0044
https://doi.org/10.1080/23789689.2023.2165782
https://doi.org/10.1016/j.rico.2023.100268
https://doi.org/10.3390/en17174501
https://doi.org/10.1080/23742917.2024.2312671
https://doi.org/10.1061/
https://doi.org/10.1109/ACCESS.2024.3493957
https://doi.org/10.1080/00207543.2022.2118892
https://doi.org/10.1080/00207543.2022.2063089

[69]

[70]

[71]

[82]

[86]

[87]
[88]
[89]

[90]

International Journal of Applied Resilience and Sustainability, Volume 2, Issue 2, February 2026, pp. 75-103

Han R, Acosta JN, Shakeri Z, Ioannidis JP, Topol EJ, Rajpurkar P. Randomised controlled trials evaluating artificial
intelligence in clinical practice: a scoping review. The lancet digital health. 2024 May 1;6(5):e367-73.
https://doi.org/10.1016/S2589-7500(24)00047-5

Medaglia R, Gil-Garcia JR, Pardo TA. Artificial intelligence in government: Taking stock and moving forward. Social
Science Computer Review. 2023 Feb;41(1):123-40. https://doi.org/10.1177/08944393211034087

Arrieta AB, Diaz-Rodriguez N, Del Ser J, Bennetot A, Tabik S, Barbado A, Garcia S, Gil-Lopez S, Molina D, Benjamins
R, Chatila R. Explainable Artificial Intelligence (XAI): Concepts, taxonomies, opportunities and challenges toward
responsible Al. Information fusion. 2020 Jun 1;58:82-115. https://doi.org/10.1016/].inffus.2019.12.012

Kaya F, Aydin F, Schepman A, Rodway P, Yetisensoy O, Demir Kaya M. The roles of personality traits, Al anxiety, and
demographic factors in attitudes toward artificial intelligence. International Journal of Human-Computer Interaction. 2024
Jan 17;40(2):497-514. https://doi.org/10.1080/10447318.2022.2151730

Qin C, Zhang L, Cheng Y, Zha R, Shen D, Zhang Q, Chen X, Sun Y, Zhu C, Zhu H, Xiong H. A comprehensive survey
of artificial intelligence techniques for talent analytics. Proceedings of the IEEE. 2025 Jun 6.
https://doi.org/10.1109/JPROC.2025.3572744

Kaack LH, Donti PL, Strubell E, Kamiya G, Creutzig F, Rolnick D. Aligning artificial intelligence with climate change
mitigation. Nature Climate Change. 2022 Jun;12(6):518-27. https://doi.org/10.1038/s41558-022-01377-7

Hua H, LiY, Wang T, Dong N, Li W, Cao J. Edge computing with artificial intelligence: A machine learning perspective.
ACM Computing Surveys. 2023 Jan 13;55(9):1-35. https://doi.org/10.1145/3555802

Jiang Y, Li X, Luo H, Yin S, Kaynak O. Quo vadis artificial intelligence?. Discover Artificial Intelligence. 2022 Mar
7;2(1):4. https://doi.org/10.1007/s44163-022-00022-8

Kaul V, Enslin S, Gross SA. History of artificial intelligence in medicine. Gastrointestinal endoscopy. 2020 Oct
1;92(4):807-12. https://doi.org/10.1016/1.gie.2020.06.040

Choudhary OP, Infant SS, Chopra H, Manuta N. Exploring the potential and limitations of artificial intelligence in animal
anatomy. Annals of Anatomy-Anatomischer Anzeiger. 2025 Feb 1;258:152366.
https://doi.org/10.1016/j.aanat.2024.152366

Ooi KB, Tan GW, Al-Emran M, Al-Sharafi MA, Capatina A, Chakraborty A, Dwivedi YK, Huang TL, Kar AK, Lee VH,
Loh XM. The potential of generative artificial intelligence across disciplines: Perspectives and future directions. Journal
of Computer Information Systems. 2025 Jan 2;65(1):76-107. https://doi.org/10.1080/08874417.2023.2261010

Raisch S, Fomina K. Combining human and artificial intelligence: Hybrid problem-solving in organizations. Academy of
Management Review. 2025 Apr;50(2):441-64. https://doi.org/10.5465/amr.2021.0421

Korteling JE, van de Boer-Visschedijk GC, Blankendaal RA, Boonekamp RC, Eikelboom AR. Human-versus artificial
intelligence. Frontiers in artificial intelligence. 2021 Mar 25;4:622364. https://doi.org/10.3389/frai.2021.622364
Berente N, Gu B, Recker J, Santhanam R. Managing artificial intelligence. MIS quarterly. 2021 Sep 1;45(3):1433-50.
https://doi.org/10.25300/MISQ/2021/16274

Huynh-The T, Pham QV, Pham XQ, Nguyen TT, Han Z, Kim DS. Artificial intelligence for the metaverse: A survey.
Engineering Applications of Artificial Intelligence. 2023 Jan 1;117:105581.
https://doi.org/10.1016/j.engappai.2022.105581

Briganti G, Le Moine O. Artificial intelligence in medicine: today and tomorrow. Frontiers in medicine. 2020 Feb
5;7:509744. https://doi.org/10.3389/fmed.2020.00027

Swiecki Z, Khosravi H, Chen G, Martinez-Maldonado R, Lodge JM, Milligan S, Selwyn N, Gasevi¢ D. Assessment in
the age of artificial intelligence. Computers and Education: Artificial Intelligence. 2022 Jan 1;3:100075.
https://doi.org/10.1016/j.caeai.2022.100075

Khalid N, Qayyum A, Bilal M, Al-Fuqaha A, Qadir J. Privacy-preserving artificial intelligence in healthcare: Techniques
and applications. Computers in Biology and Medicine. 2023 May 1;158:106848.
https://doi.org/10.1016/j.compbiomed.2023.106848

Resnik DB, Hosseini M. The ethics of using artificial intelligence in scientific research: new guidance needed for a new
tool. Al and Ethics. 2025 Apr;5(2):1499-521. https://doi.org/10.1007/s43681-024-00493-8

Huang X, Zou D, Cheng G, Chen X, Xie H. Trends, research issues and applications of artificial intelligence in language
education. Educational Technology & Society. 2023 Jan 1;26(1):112-31.

Bearman M, Ryan J, Ajjawi R. Discourses of artificial intelligence in higher education: A critical literature review. Higher
Education. 2023 Aug;86(2):369-85. https://doi.org/10.1007/s10734-022-00937-2

Jarrahi MH, Askay D, Eshraghi A, Smith P. Artificial intelligence and knowledge management: A partnership between
human and Al. Business Horizons. 2023 Jan 1;66(1):87-99. https://doi.org/10.1016/j.bushor.2022.03.002

102


https://doi.org/10.1016/S2589-7500
https://doi.org/10.1177/08944393211034087
https://doi.org/10.1016/j.inffus.2019.12.012
https://doi.org/10.1080/10447318.2022.2151730
https://doi.org/10.1109/JPROC.2025.3572744
https://doi.org/10.1038/s41558-022-01377-7
https://doi.org/10.1145/3555802
https://doi.org/10.1007/s44163-022-00022-8
https://doi.org/10.1016/j.gie.2020.06.040
https://doi.org/10.1016/j.aanat.2024.152366
https://doi.org/10.1080/08874417.2023.2261010
https://doi.org/10.5465/amr.2021.0421
https://doi.org/10.3389/frai.2021.622364
https://doi.org/10.25300/MISQ/2021/16274
https://doi.org/10.1016/j.engappai.2022.105581
https://doi.org/10.3389/fmed.2020.00027
https://doi.org/10.1016/j.caeai.2022.100075
https://doi.org/10.1016/j.compbiomed.2023.106848
https://doi.org/10.1007/s43681-024-00493-8
https://doi.org/10.1007/s10734-022-00937-2
https://doi.org/10.1016/j.bushor.2022.03.002

[92]

[93]

[94]

[100]

[101]

[102]

[103]

International Journal of Applied Resilience and Sustainability, Volume 2, Issue 2, February 2026, pp. 75-103

Chen RJ, Wang JJ, Williamson DF, Chen TY, Lipkova J, Lu MY, Sahai S, Mahmood F. Algorithmic fairness in artificial
intelligence  for medicine and healthcare. Nature biomedical engineering. 2023  Jun;7(6):719-42.
https://doi.org/10.1038/s41551-023-01056-8

Malhotra G, Kharub M. Elevating logistics performance: harnessing the power of artificial intelligence in e-commerce.
The International Journal of Logistics Management. 2025 Jan 2;36(1):290-321. https://doi.org/10.1108/IJLM-01-2024-
0046

Klimova B, Pikhart M. Exploring the effects of artificial intelligence on student and academic well-being in higher
education: A mini-review. Frontiers in Psychology. 2025 Feb 3;16:1498132. https://doi.org/10.3389/fpsyg.2025.1498132
Shahzad MF, Xu S, Asif M. Factors affecting generative artificial intelligence, such as ChatGPT, use in higher education:
An application of technology acceptance model. British Educational Research Journal. 2025 Apr;51(2):489-513.
https://doi.org/10.1002/berj.4084

Hicks SA, Striimke I, Thambawita V, Hammou M, Riegler MA, Halvorsen P, Parasa S. On evaluation metrics for medical
applications of artificial intelligence. Scientific reports. 2022 Apr 8;12(1):5979. https://doi.org/10.1038/s41598-022-
09954-8

Barsha S, Munshi SA. Implementing artificial intelligence in library services: a review of current prospects and challenges
of developing countries. Library Hi Tech News. 2024 Jan 18;41(1):7-10. https://doi.org/10.1108/LHTN-07-2023-0126
Perifanis NA, Kitsios F. Investigating the influence of artificial intelligence on business value in the digital era of strategy:
A literature review. Information. 2023 Feb 2;14(2):85. https://doi.org/10.3390/info14020085

Peres R, Schreier M, Schweidel D, Sorescu A. On ChatGPT and beyond: How generative artificial intelligence may affect
research, teaching, and practice. International Journal of Research in Marketing. 2023 Jun 1;40(2):269-75.
https://doi.org/10.1016/j.ijresmar.2023.03.001

Faiyazuddin M, Rahman SJ, Anand G, Siddiqui RK, Mehta R, Khatib MN, Gaidhane S, Zahiruddin QS, Hussain A, Sah
R. The impact of artificial intelligence on healthcare: a comprehensive review of advancements in diagnostics, treatment,
and operational efficiency. Health Science Reports. 2025 Jan;8(1):¢70312. https://doi.org/10.1002/hsr2.70312

Karatas F, Ericok B, Tanrikulu L. Reshaping curriculum adaptation in the age of artificial intelligence: Mapping teachers'
Al-driven curriculum adaptation patterns. British Educational Research Journal. 2025 Feb;51(1):154-80.
https://doi.org/10.1002/berj.4068

Mclntosh TR, Susnjak T, Liu T, Watters P, Xu D, Liu D, Halgamuge MN. From google gemini to openai q*(q-star): A
survey on reshaping the generative artificial intelligence (ai) research landscape. Technologies. 2025 Jan 30;13(2):51.
https://doi.org/10.3390/technologies 13020051

Feigerlova E, Hani H, Hothersall-Davies E. A systematic review of the impact of artificial intelligence on educational
outcomes in health professions education. BMC Medical Education. 2025 Jan 27;25(1):129.
https://doi.org/10.1186/s12909-025-06719-5

Guo Y, Wang Y. Exploring the effects of artificial intelligence application on EFL students' academic engagement and
emotional experiences: A Mixed-Methods study. European Journal of Education. 2025 Mar;60(1):e12812.
https://doi.org/10.1111/ejed. 12812

103


https://doi.org/10.1038/s41551-023-01056-8
https://doi.org/10.1108/IJLM-01-2024-0046
https://doi.org/10.1108/IJLM-01-2024-0046
https://doi.org/10.3389/fpsyg.2025.1498132
https://doi.org/10.1002/berj.4084
https://doi.org/10.1038/s41598-022-09954-8
https://doi.org/10.1038/s41598-022-09954-8
https://doi.org/10.1108/LHTN-07-2023-0126
https://doi.org/10.3390/info14020085
https://doi.org/10.1016/j.ijresmar.2023.03.001
https://doi.org/10.1002/hsr2.70312
https://doi.org/10.1002/berj.4068
https://doi.org/10.3390/technologies13020051
https://doi.org/10.1186/s12909-025-06719-5
https://doi.org/10.1111/ejed.12812

