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1. Introduction

Over the last few years, the scope and intensity of cyber threats have grown considerably because of the
rapid digitalization of organizations, governments, financial systems, medical systems, and industrial
infrastructures. Standard cybersecurity controls, which are signature-based, or rely on fixed rules as
well as manual intervention, are proving to be ineffective against advanced ransomware attacks,
phishing attacks, insider threats, advanced persistent threats, botnets, and zero-day vulnerabilities [1].
The development of cloud computing, Internet of Things settings, edge computing, mobile networks,
and interconnected digital ecosystems have provided an increase in the attack surface that demands
more flexible and smart security solutions. In this regard, Artificial Intelligence, Machine Learning, and
Deep Learning have become revolutionary technologies that can enhance threat detection, behavioral
analytics, predicting cyberattacks, anomaly detection, and real-time monitoring of threats.
Cybersecurity systems powered by Al are becoming more popular to enhance intrusion detection
systems, malware detectors, endpoint detection and response systems, Security Information and Event
Management systems and cyber threat intelligence systems in a more varied range of operational
settings. According to recent reports, the yearly increase of Artificial Intelligence is expected to be one
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of the strongest factors to shape the cybersecurity environment, especially with the capacity to automate
the process of detecting threats, increasing its decision-making, and facilitating autonomous security
processes.

Machine Learning and Deep Learning are more frequently incorporated into cybersecurity applications
as it has the potential of processing large amounts of structured and unstructured data more efficiently
than traditional methods do. Malware detection and phishing detection, insider threat detection, network
traffic analysis, and digital forensics According to the literature, supervised learning, unsupervised
learning, reinforcement learning, and transfer learning have proven to be effective in terms of malware
detection, phishing detection, insider threat detection, network traffic analysis and digital forensics [ 1-
2]. Deep neural networks, convolutional neural networks, recurrent neural networks, graph neural
networks and natural language processing have now become popular as means of detecting concealed
attack patterns, to classify malicious activity, and to identify emergent cyber risks in real time. Further,
federated learning and privacy-preserving machine learning methods are getting attention due to their
ability to achieve collaborative model training without actually providing potentially sensitive
organizational information to any party, thereby alleviating the increasing issues of data privacy, data
security policy, and regulatory liability. Explainable Artificial Intelligence became another important
area of interest since most Machine Learning and Deep Learning applications are black-box systems,
and it is hard to predict how decisions are reached in a high-risk setting by cybersecurity experts.
Explainability is emerging as a key element of enhancing transparency, trust, accountability, and human-
based cybersecurity decision-making.

A number of emerging technologies and paradigms are also transforming the current cybersecurity
landscape and shouldn’t be left out of future citation. Generative Al, Large Language Models, agentic
Al, autonomous security systems, and cybersecurity automation are also pursued to perform tasks like
cyber threat intelligence generation, automated vulnerability assessment, malware analysis, phishing
email detection, security orchestration automation and response, and predictive cyber defense.
Meanwhile, if used improperly, these technologies will also pose a new type of cyber risk since attackers
will be able to produce advanced phishing campaigns with the help of Generative Al and Large
Language Models, develop automated malware, discover vulnerabilities, and use adversarial scale
attacks. Adversarial machine learning and prompt injection, as well as data poisoning, model inversion
and evasion attacks, have raised significant questions about the level of robustness and trustworthiness
of Al-based cybersecurity systems. Zero Trust Security, identity-first security, adaptive authentication,
continuous exposure management, attack surface management, and cyber resilience frameworks are
thus turning into critical elements of future cybersecurity strategies. Among other areas, researchers and
practitioners have been highlighting the need to have secure computing, trusted Al, Al ethics in
cybersecurity, and quantum-safe security to ensure that organizations are ready to face the next
generation of cyber threats.

Nevertheless, although a considerable amount of research has been conducted in the given field, there
are a number of significant research gaps that have been under avoided. Current research tends to
concentrate on a subset of Machine Learning or Deep Learning models with no attempt to generally
compare methods across a variety of cybersecurity issues [3-5]. Most of the existing reviews also give
more attention to performance measures like accuracy of detection and neglect the problem about
interpretability, adversarial robustness, computational cost, scalability, fairness, and ethical issues.
Moreover, minimal focus has been placed on the new areas, like federated learning, graph-based cyber
defense, agentic Al, Explainable Artificial Intelligence, zero trust architecture, post-quantum
cryptography, and incorporation of Generative Al into cybersecurity workflows. A deficiency of
systematic analysis of the potential merging of privacy-preserving Machine Learning, blockchain
security, IoT security, cloud-native protection, and cyber resilience strategies into intelligent and
trustworthy cybersecurity ecosystems also exists. As more and more cyberattacks are becoming more
automated, adaptive, and data-driven, the future state of research to look at is the necessity of suitable
robust, transparent, and scalable Al-enabled cyber defense systems that can operate in dynamic settings.

Thus, the purpose of the literature review is to offer a broad overview of technologies based on Artificial
Intelligence, machine learning, and deep learning to implement cybersecurity methods, issues, and
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directions. In this paper, the authors discuss the purposes of smart cybersecurity in intrusion detection,
malware detection, phishing detection, cyber threat intelligence, endpoint protection, cloud security, loT
security, and digital forensics. It also examines the issues of adversarial machine learning, privacy of
data, explainability, complexity, model bias and ethical implementation of AI. Moreover, the review
points to the new opportunities in Generative Al, Large Language Models, federated learning,
reinforcement learning, hybrid cyber defense, and autonomous security systems. It is in this aspect that
the paper adds to the literature body by defining significant tendencies, gaps to be addressed, as well as
research opportunities that can be used to create more reactive, transparent and resilient cybersecurity
paradigms in the future.

2. Methodology

Identification of new studies via databases and registers
c Records removed before screening:
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Fig. 1 PRISMA Framework

The framework used in the study was the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) 2020 because a thorough and transparent systematic literature review needed to
be conducted on the application of Artificial Intelligence (AI), Machine Learning (ML), and Deep
Learning (DL) techniques in the context of cybersecurity and the publication period available, January
2019 to December 2025, was taken An extensive multi-database search plan was implemented in four
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major academic repositories, Scopus (1,423 records), Web of Science (1,185 records), IEEE Xplore
(1,347 records), and PubMed (262 records), and refined by the 43 further records found via citation
searching and grey literature resources. The Boolean search terms used in Scopus and Web of Science
were developed to maximize the number of results and be as precise as possible, and contained the
combinations: (“artificial intelligence" OR machine learning" OR deep learning**) After the
identification stage, 748 records were eliminated- of which 312 were automatically identified by
deduplication software and 436 were identified by hand- and left 3,512 records in title and abstract
screening- of which 2,801 records were eliminated due to obvious irrelevance to the topic under review.
The rest of the database-based reports (n=711) Refer Fig. 1 and other source-based reports (n=43) were
attempted to be retrieved in full-text but 38 and 5 of the others respectively could not be accessed. A
total of 673 full-text database reports and 38 other-source reports were considered eligibility; 541 reports
ended up being excluded because they were either not focused on AI, ML or DL in the context of
cybersecurity (189), were not peer-reviewed journal articles or conference papers (97), were published
outside the date range (64), lacked methodological specificity or experimental validation (1 Finally, 132
studies passed all inclusion criteria and were included in the final synthesis, which became the basis of
evidentiary support of this all-encompassing review of Al, ML, and DL-based cybersecurity methods,
issues, and prospects.

3. Results and discussions
3.1 Artificial intelligence techniques

Machine Learning-Based Intrusion Detection Systems

Machine Learning-powered Intrusion Detection Systems have emerged as one of the most significant
Artificial Intelligence methods of the contemporary cybersecurity setting. Old signature-based intrusion
detection methods do not defend against unknown attacks, zero-day exploits or advanced persistent
threats because they make heavy use of predefined rules and previous attack signatures [6-8]. Machine
Learning algorithms, on the other hand, are able to detect abnormal network behavior using anomaly
detection, behavioral analytics and predictive analytics. Decision Trees, Random Forest, Support Vector
Machines, Naive Bayes and Logistic Regression are all popular supervised learning models that can be
used to determine the normal and malicious traffic patterns in network security systems. Algorithms
like K-Means Clustering, DBSCAN, and Autoencoders are becoming more commonly used as
unlabeled approaches to cybersecurity data to extract information about concealed attack patterns.
Recent research demonstrates that hybrid Machine Learning-based Intrusion Detection Systems are
more accurate, have lower rates of false positive, and better response to real-time threats in enterprise
networks, cloud security infrastructure, and IoT security systems.

Deep Learning for Malware Detection and Ransomware Detection

Deep Learning has played a crucial role in revolutionizing malware detection and ransomware detection
since it allows the automatic isolation of complicated features in extensive bodies of cybersecurity data.
The prominent applications of DNNs, CNNs, and RNNs in real-time malware signature detection,
malware executable classification, and ransomware activity detection can be observed. Convolutional
Neural Networks tend to prove beneficial in converting malware binaries into image-like formats to
enable the model to discern visualized pattern related to malicious code. RNNs and LSTM networks are
used with the input sequence of system logs, sequences of executed commands, and user activity traces
to detect changing ransomware attacks. Deep Learning in the malware detector has gained more
significance in the light of the fact that the latest variants of malware are constantly mutating and
circumventing the traditional antivirus programs. The Hybrid Deep Learning systems which blend the
capabilities of the static analysis and dynamic analysis as well as the behavioral analytics can now
identify polymorphic malware, fileless malware, or the zero-day ransomware with higher accuracy.

Natural Language Processing for Phishing Detection and Cyber Threat Intelligence
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NLP has found its way as a very useful Artificial Intelligence method in identifying phishing, cyber
threat intelligence, and digital forensics. The phishing attacks are more manipulative, deceptive with
the use of persuasive language, fake identities, and social engineering tool to fool people and this type
of fraud is hard to detect manually [9]. NLP models are used to analyze email messages, tone of a
message, domain names, text in a site, and even URL structures to determine a message that is not
regular. Support Vector Machines, Naive Bayes, and Bidirectional Encoder Representations push
models are some of the commonly used machine learning-based text classification models, to classify
phishing emails and malicious websites. Cyber threat intelligence systems are also being incorporated
with Large Language Models and Generative Al to develop an automated mechanism of processing
threat reports, vulnerability announcements, and dark web forums. Natural Language Processing
algorithms have the potential to derive meaningful objects, hacks, and connections out of unstructured
cybersecurity data helping to proactively hunt threats and respond more quickly to incidents.

Convolutional Neural Networks in Network Security and Image-Based Malware Analysis

Convolutional Neural Networks have been extensively utilized in network security, malware detection,
and anomaly detection due to its capability of identifying the concealed spatial data stereotypes. In
cybersecurity, network traffic flows, malware binaries and packet capture files may be image or matrix
converted to be analyzed by Convolutional Neural Networks. These models have the capability of
identifying subtle attack signatures that might not be too evident when using the normal statistical
means. To enhance security of identity, adaptive authentication and security to facial recognition,
convolutional Neural Networks are applied in biometrics authentication, security surveillance systems
and facial recognition to enhance identity security. The latest developments in lightweight
Convolutional Neural Networks now have a greater potential in its application in resource-constrained
applications, including IoT security system, mobile devices, and edge computing security platforms.
Due to the constantly changing nature of cyber threats, Convolutional Neural Networks are being used
more and more alongside transfer learning and reinforcement learning to enhance accuracy of detection
in ever changing cybersecurity conditions.

Recurrent Neural Networks and Long Short-Term Memory Models for Sequential Threat Analysis

RNN and LSTM architectures are quite competitive at sequential threat analysis as they are able to use
time-series cybersecurity data, and detect temporal patterns of attacks. Malicious activity can be
identified by sequential dependencies frequently found in cybersecurity data including network logs,
system events, authentication attempts, user behavior records and endpoint activities [7,9-10]. Long
Short-Term Memory networks are a popular choice in insider threat detection, botnet detection,
ransomware prediction and anomaly detection in Security Information and Event Management systems.
These models are able to detect suspicious patterns of activities, odd log in patterns as well as recurring
attacks over time. Recurrent Neural Networks are employed in predictive analytics and cyberattack
prediction as well since it is able to predict the existence of a future threat by ensuring it is based on
historical trends. The growing customization between Long Short-Term Memory models and cyber
threat intelligence systems has enhanced efficiency to identify new attack campaigns in organizations
before they can be caused massive harm.

Graph Neural Networks for Cyber Threat Intelligence and Attack Path Analysis

Graph Neural Networks are now becoming a crucial piece of cybersecurity since numerous cyber threats
imply such interconnected entities as users, devices, network nodes, IP addresses, domains, and attack
paths. Graph representations can be used to describe relationships among cybersecurity events as well
as detecting concealed attack chains, which are very useful. One way graph neural networks are used to
detect lateral movement, privilege escalation, fraud, insider threats, and advanced persistent threat is by
modeling the intricate relationships across enterprise networks. Graph Neural Networks can be used in
cyber threat intelligence systems to map interrelationships between malicious actors, malware families,
command-and-control servers, and phishing campaigns. Large digital ecosystems its uses are also useful
to attack surface management, blockchain security, identity security and fraud detection as these
techniques can expose hidden dependencies and suspicious connections within large digital ecosystems.
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Recent studies note that Graph Neural Networks will be among the most powerful methods of Artificial
Intelligence in the future of cybersecurity activities.

Reinforcement Learning for Autonomous Security Systems and Adaptive Cyber Defense

The application of Reinforcement Learning to autonomous security systems is growing in popularity
due to its ability to allow cybersecurity tools to evolve the most appropriate defense strategies by being
exposed to the environment repeatedly. Reinforcement Learning agents have the ability to learn and
reason through network traffic and attack patterns to decide on the best course of action in response to
attacks in real time [1,11-14]. These methods are also helpful in intrusion protection systems, adaptive
authentication, cyber risk evaluation, and Security Orchestration Automation and Response
applications. Automated patch management, vulnerability prioritization, attack mitigation, and dynamic
access control can be maintained through the assistance of the Reinforcement Learning. The
Reinforcement Learning models are used in Zero Trust Security environments to continuously adapt
authentication policies and user permissions according to behavioral analytics and context. The recent
advances of multi-agent Reinforcement Learning have provided a chance in collaborative cyber defense,
in which multiple smart agents collaborate to defend cloud security systems, IoT networks, and
distributed infrastructures.

Federated Learning and Privacy-Preserving Machine Learning in Cybersecurity

Federated Learning has become a technique of great relevance to privacy-guaranteeing cybersecurity
since it allows two or more organizations to jointly train Machine Learning models without necessarily
sharing sensitive information. The method is especially effective in healthcare cybersecurity, financial
cybersecurity, cloud security, and government security systems where data privacy and regulatory
comply is vital. Federated Learning can enhance the results of malware detection, phishing detection,
fraud detection and intrusion detection through distributed data of several sources without
compromising confidentiality. Differential privacy, homomorphic encryption, the secure multiparty
computation, and encrypted model sharing are privacy-preserving machine learning methods becoming
more widespread in cybersecurity mechanisms to ensure the protection of sensitive data. These methods
are critical in the age of rising cyber risks, data attacks, and privacy legislation since they minimize the
chances of revealing the confidential organizational information on the model training and the process
of jointly sharing threat intelligence.

Explainable Artificial Intelligence and Trustworthy Al in Cybersecurity

Explainable Artificial Intelligence is now a significant topic of concern within the field of cybersecurity
since most of the Artificial intelligence and Deep Learning models are black-box systems that do not
tell much about the way decisions are reached. Security analysts are required to know clearly why a
model recognized a threat in an important cybersecurity application like malware detection, cyber risk
assessment, digital forensic, and insider threat detection [13,15-17]. Local Interpretable Model-
Agnostic Explanations can be explained using Type Two Shapley Additive Explanations along with
other explainable artificial intelligence methods like saliency maps, feature attribution methods, and
interpretable rule extraction that are increasingly being applied to enhance trust and transparency in
cybersecurity systems. Trustworthy Al frameworks also emphasize fairness, accountability, privacy,
security, and ethical decision-making. With organizations integrating securities systems that are more
autonomous, Explainable Artificial Intelligence is anticipated to play a crucial role in enhancing user
trust, aiding with cybersecurity governance, and maintaining regulatory compliance.

Generative Al and Large Language Models in Cybersecurity Operations

Generative Al and Large Language Models are already dramatically changing the cybersecurity
operations by making them easier to detect threats, generate cyber threat intelligence, automatically
report, and automate security. Languages Large Language Models are capable of processing the large
amounts of cybersecurity reports, vulnerability disclosures, incident logs, and threat intelligence feeds
to detect the emergence of risks and provide actionable recommendations. Generative Al is becoming a
common ingredient in Security Information and Event Management solutions, Security Orchestration
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Automation and Response platforms and Extended Detection and Response systems to automate routine
tasks and offload cybersecurity teams. Malware analysis, phishing detection, code review, vulnerability
scanning, and digital forensics are also tasks that can be helped by large language moderators.
Nevertheless, Generative Al poses some novel risks as well since such technologies allow attackers to
create more plausible phishing messages, create code that is malicious, perform social engineering
attacks and also automate cybercrime campaigns. Thus, entities should embrace effective governance
mechanisms that will guide responsible and safe application of Generative Al to cybersecurity.
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Fig. 2 Al Model Detection Accuracy vs. Training Dataset Size

Fig. 2 shows a scatter plot investigates the relationship between training dataset scale and intrusion or
threat detection accuracy across five contemporary Al architectures employed in cybersecurity. Each
point represents an individual experimental observation drawn from the recent literature, with marker
shape encoding the model family and marker area scaled proportionally to the observed accuracy,
providing a simultaneous three-dimensional encoding of dataset size, performance, and model identity.
The Transformer-Based Intrusion Detection System and Federated Learning architectures demonstrate
the strongest scaling behaviour, with accuracy rising monotonically as dataset size increases beyond
100,000 samples, consistent with the well-established data-hungry nature of attention mechanisms. By
contrast, AutoEncoder-based anomaly detectors achieve competitive accuracy even with smaller
corpora, highlighting their suitability for organisations with limited labelled data. The shaded
confidence envelopes and the nonlinear spread of points reveal heteroscedastic variance in model
performance that is often suppressed in tabular summaries, making this visualisation particularly
informative for researchers seeking to understand the statistical risk associated with deploying each
architecture in operational cybersecurity environments.

Adversarial Machine Learning and Al Security Challenges

Adversarial Machine Learning is one of the greatest limitations to machine learning-based cybersecurity

systems since attackers are able to employ training data, model parameters, or input samples with the

aim of corrupting machine learning models. Adversarial attacks include evasion attacks, poisoning

attacks, model inversion, membership inference, and prompt injection, which may decrease the

accuracy and reliability of cybersecurity systems [18-20]. As an illustration, cybercriminals can make
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minor adjustments to malicious codes or phishing messages to go around Machine Learning detection
systems. Correspondingly, adversarial inputs have the potential to confuse Deep Learning models to
classify bad behavior as normal behavior. Growing usage of Large Language Models and Generative
Al has brought other threats like jailbreak attacks, on-the-fly manipulation, hallucination, data leakage.
To enhance the resiliency of cybersecurity systems in tackling adversarial threats, researchers are
increasingly working on robust Machine Learning, adversarial training, and secure model training and
trustworthy Al frameworks.

Hybrid AI Models and Future Intelligent Cybersecurity Systems

Hybrid artificial intelligence models This concept of artificial intelligence models combines several Al
methods is gaining relevance to construct intelligent cybersecurity infrastructure in the future. The
hybrid frameworks can combineMachine Learning, Deep Learning, Natural Language Processing,
Reinforcement Learning, Graph Neural Networks, and Explainable Artificial Intelligence as part of
optimization of the precision of the overall detection rate and decision-making processes. To train a
hybrid cybersecurity platform, we might consider the Convolutional Neural Networks to analyze
malware, Long Short-Memory models to detect threats sequentially, Natural Language Processing
models to detect phishing, and Reinforcement Learning models to take actions to respond automatically.
These integrated systems can offer greater coverage to sophisticated cyber threats in cloud security, loT
security, blockchain security and edge computing setups. Intelligent forms of cybersecurity in the future
are likely to contain autonomous cybersecurity systems, agentic Al, cyber resilience, continuous
exposure control, attack surface, and post-quantum cryptography. These new trends will most probably
transform the cybersecurity world by supporting more adaptive, more intelligent, and quicker methods
of defense against an ever growing sophistication in cyber threats.

3.2 Artificial intelligence methods

Supervised Machine Learning Methods in Cybersecurity

Supervised Machine Learning: Supervised machine learning is one of the most popular approaches of
artificial intelligence in cybersecurity as it allows a system to train on labelled data and differentiate
between safe and unsafe processes. Intrusion Detection Systems, malware detection, phishing detection,
insider threat detection, and spam filtering typically use supervised learning techniques like Decision
Trees, Random Forest, Support Vector Machines, Logistic Regression, K-Nearest Neighbors, and Naive
Bayes [19,21-22]. These are applied in training by maintaining historical cybersecurity data sets that
comprise both normal activity and attack activity examples, so models are able to differentiate the new
activity with great precision. Supervised Machine Learning has been successfully applied in
cybersecurity applications, especially in model detection of known attack signatures, malicious URL
classification, identifying abnormal logins, and cyber risk assessment. Recent studies have indicated
that ensemble-based supervised learning methods have the highest detection capability as they pool
together several classifiers to enhance predictive accuracy and minimization of the false positives.
Therefore, Supervised Machine Learning remains very important as it should be because it helps
monitoring of the threats in real-time, Security Information and Event Management tools, and Extended
Detection and Response solutions, which require quick and precise decision-making. Supervised
learning is also being made more transparent and even easier to deploy in high-stakes cybersecurity
settings because of the growing utilization of explainable classifiers and human-in-the-loop Al.

Unsupervised Learning Methods for Anomaly Detection

Unsupervised learning approach is significant in cybersecurity as numerous cyber threats lack labeled
training data. Attack trends constantly change in most enterprise networks, cloud security platforms,
and IoT security settings, and it may be challenging to model attack behavior only based on historical
names. K-Means Clustering, Hierarchical Clustering, Density-Based Spatial Clustering, Isolation
Forest, Principal Component Analysis and Autoencoders are unsupervised learning models and
commonly employed in anomaly detection and behavioral analytics. The techniques are very
appropriate in identifying anomalies in normal system operation, which makes them very useful in
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identifying zero-day attacks, advanced persistent threats, insider threats, and unidentified variants of
malware. Unsupervised learning particularly applies to systems where large volumes of cybersecurity
data may need manual labeling which is both prohibitively expensive and time-intensive. In recent
trends, the adoption of unsupervised anomaly detection approaches is becoming deeper with SIEM
systems, cyber threat intelligence platforms, and security orchestration automation and response tools
to enhance early warning functions. Due to the unremitting nature of cybercriminals in adapting their
nets, unsupervised learning approaches will probably be critical in identifying new and emerging attack
vectors.

Deep Neural Networks for Complex Cybersecurity Data

DLNSs are finding applications in cybersecurity since they can serve high-dimensional and large-scale
data effectively in comparison to conventional Machine Learning techniques. Members of the
cybersecurity data typically contain network packets, log files, logs or records of user behavior, endpoint
telemetry, emails, and threat intelligence feeds, with all of these needing advanced extraction features
[11,23-25]. Deep Neural Networks are practical approaches to automatically learn intricate
representations of raw data to facilitate better malware detection, ransomware detection, phishing
detection, and cyberattack forecasting. Deep learning models will be especially beneficial, as they will
not require manual feature engineering that enables organizations to identify the more intricate attacks
more effectively. In recent studies, Deep Neural Networks have also been underscored to be very
beneficial in detecting latent patterns in dynamic cybersecurity scenarios whereby attacker behaviour
evolves very fast. Nonetheless, such approaches are usually subject to difficulties concerning the
computational complexity, the model transparency, and adversarial attacks, which makes Explainable
Artificial Intelligence an even more significant issue regarding their use in practice.

Convolutional Neural Networks for Malware Detection

Convolutional Neural Networks have turned out to be relevant to some of the biggest applications in
Deep Learning to malware detection, ransomware detection, and network security. These models are
especially useful since they are able to determine spatial patterns in cybersecurity data. Image-like forms
such as malware binaries, packet capture, and system logs can be transformed into image-like formats
which can be detected as malicious signatures and attack behavior by convolutional neural networks.
This is particularly helpful when it comes to identifying polymorphic malware, fileless malware and
zero-day ransomware that are able to avoid older antivirus solutions. To enhance identity security,
convolutional neural networks have also been applied in biometric authentication, security in facial
recognition and adaptive authentication. Recent advancements in lightweight Convolutional Neural
Networks have rendered them more appropriately positioned to the IoT security, mobile security, and
edge computing security where computing resources are constrained. Transfer learning is also
increasingly used with Convolutional Neural Networks to speed up the training process or enhance
detection rates in new cybersecurity areas.

Recurrent Neural Networks and Long Short-Term Memory Methods

RNN and LSTM techniques are popular in the application of cybersecurity due to the fact that it is also
formed to handle both sequential and time-series data. Systems may exhibit cybersecurity events around
network traffic, login attempts, user activities, system calls, and endpoint behaviors typically in
sequence; or, in sequence over both time and space, the hidden attack patterns become visible [26-28].
The Long Short-Term Memory models are very effective at detecting insider threats, botnet,
ransomware as well as cyberattack prediction since it is able to store long-term dependencies in the data
streams. Such procedures are particularly important in identifying abnormal behavior that is slow and
may not manifest itself as a solitary event. Time-series forecasting is gaining relevance on the
cybersecurity scene as organizations are required to predict the attacks ahead of time. The latest trends
indicate that the models of Long Short-Term Memory are being combined with cyber threat intelligence
platforms, behavioral analytics platforms and predictive analytics frameworks to enhance proactive
cyber defense measures.
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Graph Neural Networks for Cyber Threat Intelligence

Graph Neural Networks are proving to be one of the most promising Al approaches to cybersecurity
since cyber threats are oftentimes equivalent to relationships between many entities, such as users,
devices, IP addresses, network nodes, domains, and attack paths. GNNs have the ability to process such
relationships and find suspicious patterns that cannot be detected in the conventional approaches to
Machine Learning. These models prove to be very useful in detecting lateral movement, fraud, privilege
escalation, insider threats and advanced persistent threats within the enterprise networks. Graph Neural
Networks can be applied in the context of cyber threat intelligence to detect connections among malware
families, phishing campaigns, command and control servers, and threat actors. EGNNs are also gaining
popularity as explainable since they assist analysts to gain insight into the decision-making process of
graphs, thus enhancing trust and transparency. Going forward, it is assumed that the sphere of Graph
Neural Networks in cybersecurity will be extended to a large scale since they can offer more in-depth
interpretation of attack surfaces and interdependent digital environments.

Reinforcement Learning and Deep Reinforcement Learning

Deep Reinforcement Learning and Reward: Reinforcement Learning are gradually becoming common
in cybersecurity as it allows systems to learn the most effective defense strategies by engaging in trial
and error with the environment. The agents of Reinforcement Learning are able to analyze the conditions
of the network, the behavior of users and the patterns of the attacks in order to decide about the most
effective security reply [29-32]. The methods are found to be most useful in intrusion prevention
systems, automated incident response, intelligent access control and Zero Trust Security settings. Deep
Reinforcement Learning is the integration of neural networks with Reinforcement Learning to address
more sophisticated cybersecurity tasks like dynamically mitigating attacks, prioritizing vulnerabilities,
and assessing cyber risk. Reinforcement Learning based on Multi-agent systems are also increasingly
significant due to the ability of multiple intelligent agents to cooperate to protect cloud security, loT
security, and distributed infrastructures. The growing body of research on autonomous security systems
and agentic Al has improved the motivation to further explore Reinforcement Learning as a solution to
future applications in cyber defense.

Federated Learning and Secure Federated Learning Methods

Federated Learning emerged among the most significant privacy-preserving approaches to Machine
Learning in cybersecurity as it enables organizations to train models together, keeping raw-data
confidential. In classical frontline Machine Learning systems cybersecurity information tends to be
centralized, making it prone to privacy breaches and regulatory issues. Federated Learning resolves this
problem by enabling every member to learn an independent model, and sent model updates to a hub
server. This decentralized method proves useful especially in cybersecurity in healthcare, banking,
government and cloud security where sensitive information should be held in secret. Secure Federated
Learning integrates this method with encryption, secure multiparty computation, and differential
privacy to even enhance the protection of data. Federated Learning is going to be used more and more
to detect malware, phishing, fraud, and intrusion detection as it enables organizations to gain broader
intelligence without invasion of privacy. It is currently believed that Federated Learning will take a
significant role in upcoming cybersecurity systems, especially within large-scale distributed networks
and 6G communication foodstuffs.

Explainable Artificial Intelligence and Human-Centered Cybersecurity

Elucidable Artificial Intelligence has now gained critical importance in the field of cybersecurity since
most of the Artificial Intelligence and Deep Learning models are extremely intricate and hard to
understand. When performing any cybersecurity operation, analysts must know the reason why a system
deemed an activity malicious was designated as such, before they can take any action [31,33-35].
Explainable Al algorithms, like Local Interpretable Model-Agnostic Explanations, Shapley Additive
Explanations, Layer-Wise Relevance Propagation, saliency maps and feature attribution methods, assist
in explaining what machine learning models are doing. EAI is especially significant to malware
detection, intrusion detection, insider threat detection, and cyber risk assessment as each of these tasks
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entails high-stakes decisions, which may result in an impact on organizational functioning and user
trust. Human-centered cybersecurity concentrates on the fact that Artificial Intelligence need not
eliminate analysts but, instead, it should assist them. Recent research indicates that explainability
enhances transparency, responsibility, fairness, and trust in cybersecurity systems, and Explainable
Artificial Intelligence is one of the most crucial directions of Al-driven cyber defense in the future.

Generative Al and Large Language Models

With the advent of the technology of generative Al and Large Language Models, cybersecurity will
undergo significant changes because the technology will allow detecting threats more effectively,
providing automatic reporting, code analysis, vulnerability detection, and generating cyber threat
intelligence. Unstructured cybersecurity data including incident reports, threat reports, phishing emails,
vulnerability reports, and dark web content can be processed using Large Language Models to create
valuable insights. These models are becoming more and more incorporated into SIEM systems, Security
Orchestration Automation and Response platforms, and Extended Detection and Response solutions to
load the security team less. Cybersecurity: GENs are also being utilized to produce synthetic attack data,
enhance anomaly detection and enhance adversarial training. Nevertheless, Generative Al is also a two-
sided dilemma as hackers are able to generate phishing, malware codes, deepfakes, and still automate
cyberattack by utilizing the same technologies. Recent developments suggest that Al agents acting
autonomously, agentic Al and generative cybersecurity assistants will become a more significant part
of future cybersecurity operations, but solid governance and Trustworthy Al systems will be needed to
address associated risks.
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Fig. 3 Temporal Performance Trends of Emerging Al Techniques in Cybersecurity (2019-2025)

Fig. 3 explains multi-series line plot traces the composite benchmark performance trajectories of five
of the most rapidly advancing Al paradigms applied to cybersecurity tasks across the 2019 to 2025
publication window, with the shaded translucent bands representing plus-or-minus one standard
deviation of reported scores across studies published in each year. Transformer and Large Language
Model based threat detection shows the steepest growth gradient, reflecting the profound influence of
foundation model pretraining on downstream security classification tasks following their widespread
adoption after 2021. Federated Learning for cyber defence demonstrates consistent and strong
improvement, underlining the field's growing concern with privacy-preserving distributed security, a
direction of particular relevance to multi-stakeholder critical infrastructure. Explainable Al in security
exhibits a steady linear ascent, driven by regulatory pressure and the demand for interpretable decisions
in incident response pipelines. The projected region beyond 2023 (shaded column) is included to
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contextualise extrapolative trajectories, and the overlapping confidence bands between Federated
Learning and Transformer-based systems after 2023 suggest these two paradigms are converging toward
equivalent performance ceilings, a finding with direct implications for architectural selection in future
cybersecurity deployments.

Neuro-Symbolic Al and Hybrid Intelligent Methods

Neuro-Symbolic Al is a new Artificial Intelligence process where neural networks are used in
conjunction with symbolic reasoning, knowledge representation, and/or logical inference. The classical
Deep Learning approaches are strong in terms of pattern recognition, but can have issues with reasoning,
explainability, and consistency of decisions [36-38]. Neuro-Symbolic Al is a solution to these
limitations, integrating both learning process based on data and rule-based reasoning. Neuro-Symbolic
Al can enhance threat hunting, statistical forensics, cyber threat intelligence, and automated decision-
making in cybersecurity since it can not only identify suspicious patterns but also provide justification
on why such patterns are considered malicious. The approaches are particularly effective in the context
therein, where cybersecurity specialists require clarity of reasoning and integration of expertise. Deep
Learning Hybrid smart techniques, which mix Deep Learning, Graph Neural Networks, Reinforcement
Learning, and symbolic reasoning, are starting to be considered due to the increased robustness and
explainability. Also of interest to future cybersecurity research is a potential remedy to the issue of
hallucinations in Large Language Models and Generative Al systems, which is Introducing Neuro-
Symbolic Al, as it seems to represent a promising avenue in tackling the problem of hallucinations.

Adversarial Machine Learning and Robust AI Methods

The Adversarial Machine Learning aims at examining the weaknesses of Artificial Intelligence systems
and how they can be more resilient to attacks. In cybersecurity, attackers might manipulate training data,
have adversarial inputs, poison models, or exploit prompt injection methods to mislead Machine
Learning systems. Adversarial machine learning attacks have the potential to misclassify malicious
activities as benign behavior by malware detection systems, intrusion detection systems, and phishing
classifiers. To enhance the resilience of cybersecurity systems, there is a growing trend towards the use
of robust Al techniques including adversarial training, secure model design, anomaly-aware learning,
defensive distillation, and trust calibration. The fast usage of Generative Al and Large Language Models
has only contributed to the notoriety of adversarial defense since these systems are susceptible to
jailbreak attacks, hallucinations and misinformation. As systems of cybersecurity evolve to rely on
Artificial Intelligence, adversarial resilience will prove an essential aspect of constructing secure,
trustworthy, and scalable frameworks of cyber defense.

3.3 Artificial intelligence technologies

Machine Learning Technologies in Cybersecurity

One of the best-implemented technologies of Artificial Intelligence in cybersecurity is the Machine
Learning technologies since they allow the intelligent cybersecurity systems to learn the big data and to
trace the malicious patterns by itself. Malware detection, phishing detection, ransomware detection,
insider threat detection, and intrusion detection systems are commonly implemented using supervised
learning and unsupervised learning, semi-supervised learning, and ensemble learning technologies
[1,39-41]. Machine Learning technologies are able to handle high amounts of network traffic, endpoint
telemetry, log files, and records of user behavior more quickly and effectively than conventional systems
that used rules to achieve the desired results. The technologies continue to be used in Security
Information and Event Management systems, Extended Detection and Response systems and Security
Orchestration Automation and Response systems due to the fact that it enables real-time monitoring of
threats, and predictive analytics. The increasing adoption of Machine Learning technologies has helped
organizations to automatically hunt threats, minimize false positives and enhance cyber risk assessment
in cloud security, [oT security, and enterprise security settings.
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Deep Learning Technologies for Threat Detection

The technology of Deep Learning has gained more significance in cybersecurity since it is able to
process high-dimensional and unstructured cybersecurity data in this aspect, as compared to the
traditional Machine Learning technologies. Commonly used Al models in threat detection, anomaly
detection, malware analysis and predicting cyberattacks include Deep Neural Networks, Convolutional
Neural Networks, Recurrent Neural Networks, and Transformer architecture models. Dee Learning
technologies are especially useful since these methods can automatically learn hidden features of
network traffic, malware binaries, email messages, and endpoint operations without the use of large-
scale feature engineering. These technologies are finding application in ransomware detection, phishing
detection, cyber threat intelligence and digital forensics since it is able to detect subtle attack signatures
that are usually overlooked by traditional technology. Current trends also signify that the Deep Learning
technologies will persist in growing on autonomous security systems, smart security analytics, and
cyber resilience frameworks, since it can facilitate the provision of real-time decision-making and
automating cybersecurity techniques at large scale.

Generative Al and Large Language Model Technologies

One of the most disruptive Al technologies in the area of cybersecurity are the generative Al and Large
Language Models, as they have the ability to generate, summarize security breaches, automatize
security reporting, analyze vulnerabilities, and aid in the development of cyber threat intelligence. In a
bid to cut down on the workload of analyst users of Security Information and Event Management
systems, Security Orchestration Automation and Response frameworks, and automated incident
response systems, Large Language Models are finding wider application [42-44]. With generative Al
technologies, threat intelligence feeds, databases of vulnerabilities, phishing emails, and incident reports
can be processed to provide actionable information in real-time. Code review, malware analysis,
vulnerability scanning, and digital forensics are also undergoing these technologies. But, the key issue
with Generative Al is that it also causes significant cybersecurity threats as attackers may utilize such
tools to run phishing campaigns transparently, produce malicious codes, conduct social engineering,
and even make a deep fake. The dual-use character of the Generative Al has already emerged as one of
the most significant areas of research in cybersecurity since the technologies have the potential to
reinforce offensive as well as defensive cyber capacity.

Explainable Artificial Intelligence Technologies

The importance of explainable Artificial Intelligence technologies is reducing the complexity of
cybersecurity since a number of Deep Learning and Machine Learning frameworks are black-box
models that are not very transparent when it comes to how they make decisions. In critical cybersecurity
settings, analysts must know why an Al system had determined an activity malicious prior to acting.
Elucidable AI devices like saliency maps, feature importance analysis, Local Interpretable Model-
Agnostic Explanation, Shapley Additive Explanation and rule extraction systems are common examples
of enhancing trust, transparency, as well as accountability in cybersecurity functions. Discussable
Artificial Intelligence is particularly relevant to malware detection, intrusion detection systems, and
cyber risk assessment, insider threat detection, and digital forensics as these areas involve risky
decisions, which can have an impact on organizational security. The use of Explainable Artificial
Intelligence technologies which enable interpretability, fairness, and cybersecurity governance will be
critical to the future of Trustworthy Al and Human-Centered Cybersecurity.

Federated Learning and Privacy-Preserving Technologies

The use of Federated Learning technologies as a means of collaborative training Artificial Intelligence
models between multiple organizations is becoming more and more relevant in the field of cybersecurity
due to the lack of need to share raw data. In health care, banking, government, and telecommunications,
data privacy and regulation are a significant concern that constrains centralized Machine Learning
methods [45-46]. Federated Learning allows the local data to stay inside the organization and only
updates the model are exchanged, which decreases the exposure of sensitive information. Different
privacy-preserving machine learning techniques, including: differential privacy, homomorphic
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encryption, secure multiparty computation and encrypted model aggregation are becoming more and
more common in cybersecurity frameworks to enhance privacy of data and privacy of computing.
Recent contributions to Secure Federated Learning, federated systems implemented with blockchains,
and Explainable Artificial Intelligence in federated systems will significantly contribute to cloud
security, IoT security, and next-generation 6G communications.

Graph Neural Network Technologies

Graph Neural Network technologies are yet another highly promising technology of Artificial
Intelligence in the domain of cybersecurity since they can peruse connections among interlinked objects
like the users, devices, IP addresses, namespaces, applications, and attack paths. Cybersecurity
surroundings are extremely networked, and graph-based analysis is superior to the typical flat-data
structures. Graph Neural Networks are also applied to cyber threat intelligence, fraud detection, insider
threat detection, attack surface management, privilege escalation analysis and lateral movement
detection. These technologies especially come in handy to detect concealed attack sequences and
suspected association among big enterprise networks. Explainable Graph Neural Networks also gain
prominence due to the fact that they come with easier to reason graph-based decisions. Recent studies
indicate that the GNNs have the potential to greatly enhance the accuracy of the threat detection and
cyber threat intelligence capabilities, meaning that the GNNs will be very much applicable in the future
cyber security ecosystems.

Reinforcement Learning and Autonomous Security Technologies

The use of Reinforcement Learning technologies in cybersecurity is rising due to the fact that these
technologies allow agents to learn the best defence techniques as they are constantly exposed to the
environment. Specifically, Reinforcement Learning can be deployed to enhance adaptive authentication,
smart access control, intrusion prevention systems, automated incident response, and cyber risk
assessment [18,47-49]. These technologies enable cybersecurity systems to constantly enhance their
response plans, based on some network state, user activity, and changing attack trends. Deep
Reinforcement Learning technologies Incorporate neural networks with Reinforcement Learning to
tackle more complex cybersecurity challenges like attack mitigation, vulnerability prioritization and
Security Orchestration Automation and Response. The Multi-Agent Systems are also becoming a focus
since they can enable multiple autonomous agents to collaborate to protect cloud systems, IoT systems
and distributed systems. Cybersecurity is likely to strongly depend on autonomous security technologies
that can detect and respond to threats without the need to be closely monitored by a human.

Natural Language Processing Technologies

Natural Language Processing technology finds significant applications in cybersecurity since it allows
Artificial Intelligence systems to process unstructured textual information like emails, incident reports,
vulnerability disaggreements, threat feeds, chat logs, as well as discussions on the dark web. NLP
technologies are most relevant in phishing and cyber threat intelligence, digital forensics and automated
incident response since they can learn meaningful information out of massive amounts of text.
Transformer-based architectures, Large Language Models, and Bidirectional Encoder Representations,
are serving as a growing set of tools to classify phishing mail, detect malicious URLs, and summarize
cyber events in addition to aiding threat hunting efforts. Generative Al technologies also involve a
significant role of Natural Language Processing since it will make conversational cybersecurity
assistants, automated reporting systems, intelligent query-response systems to security analysts
possible. The adoption of the natural language processing technologies, which is growing more
widespread, should enhance cyber threat intelligence, there should be cybersecurity, and real-time threat
tracking within organizations.

Edge Al and IoT Security Technologies

There is a growing role of edge Al technologies to cybersecurity due to an increase in the number of
devices being connected via Internet of Things landscapes, smart cities, industrial systems, and edge
computing platforms. Typical IoT networks can impose significant latency and bandwidth constraints,
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as well as centralized processing constraints on traditional cloud-based cybersecurity systems,
particularly with large-scale networks [50-52]. The solutions to this issue are offered through Edge Al
technologies which can detect threats, anomaly detection, and security analytics at the edges device
level. Industrial IoT security, smart healthcare systems, autonomous vehicles, and protection of critical
infrastructure are the fields where such technologies are very helpful, as they aid faster detection and
reduce the latency. Federated Learning, blockchain security, and privacy-preserving Machine Learning
is also being increasingly combined with Edge Al technologies as part of efforts to enhance the ability
of secure computing, and the risk of data breaches is escalating. The 6G thought to be deployed in the
future is likely to catalyze the deployment of the Edge Al in cybersecurity because the requirements of
low-latency and highly distributed security solutions will increase.

Agentic Al and Multi-Agent Technologies

The concept of agentic Al technologies can be considered among the most recent trends in the field of
cybersecurity since it allows Artificial Intelligence to assume autonomy, take care of decision-making,
aim, and organize other Al agents. In contrast to more traditional Generative Al systems, which generate
a response to a prompt, agentic Al systems have the ability to reconnoitre, scan vulnerabilities, surveil
networks and take defensive actions on their own. Automated incident response, continuous exposure
management and attack surface management as well as cyber threat intelligence are some of the
technologies that are becoming more widely utilized. Multi-Agent Systems can be applied specifically
to complex cybersecurity settings since various agents can be focused on a specific task, e.g., phishing
detection, malware analysis, vulnerability scanning, and access control. But agentic Al also poses novel
risks to cybersecurity since bad actors are able to automate attacks with autonomous agents, organize
fraud efforts and launch massive scale cyber crime campaigns. Consequently, organizations need to
strike a balance between the benefits of agentic Al, robust governance, robust ethical Al framework and
Trustworthy Al practices.

Blockchain-Integrated Al Technologies

Blockchain-enabled Artificial intelligence technologies are becoming significant in cybersecurity due
to their synergies of transparency, immutability, and decentralization of blockchain and the analytics
capabilities of Machine Learning and Deep Learning. Cybersecurity can be strengthened through a
blockchain technology, which offers tamper-resistant records, secure identity management,
decentralized authentication, and transparent sharing of data [53,54]. Combined with Artificial
Intelligence, blockchain will be more effective in enhancing cyber threat intelligence, secure Federated
Learning, digital forensics, and managing trust in distributed systems. Cybersecurity technology based
on blockchain is finding application in IoT security, financial technology security, healthcare
cybersecurity, and supply chain security due to its potential to decrease the chances of data fraud and
unauthorized access. Recent discoveries show that Al technologies integrated with blockchain have the
potential to vastly enhance network resilience, cyber resilience and secure computing within
decentralized digital ecosystems.

Quantum-Safe and Post-Quantum Al Technologies

The importance of Quantum-Safe Security and Post-Quantum Cryptography technologies is growing
due to the possibility of breaking usual encryption algorithms by the future quantum computers.
Cybersecurity researchers are paying much more attention to harvest now, decrypt later attacks, where
notable attackers steal encrypted data today with the hope somehow to unlock encrypted data in the
future when quantum computing is capable of breaking the encryption. Post-quantum cryptography
systems are currently combining Artificial Intelligence technologies to streamline key management,
detect anomalies, perform quantum safe authentication and adaptive encryption plans. It is also possible
to identify weak cryptographic patterns using Machine Learning and enhance cyber risk evaluation
when it comes to quantum risks. It is likely that quantum-safe security technologies will become one of
the key directions in cybersecurity research in the future since organizations will have to be prepared to
face the long-term threat of quantum computing and future cyberattacks.
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Fig. 4 F1-Score Comparison of Deep Learning, Classical ML, and Hybrid Al Across Seven
Cybersecurity Tasks

Fig. 4 visualizes a grouped bar chart presents a systematic benchmark comparison of three broad Al
model families, specifically Deep Learning, Classical Machine Learning, and Hybrid Al architectures,
evaluated across seven distinct cybersecurity application domains that are central to both industry
practice and the current literature. Hybrid AI models, which combine deep feature extractors with
ensemble or rule-based decision layers, consistently outperform both standalone deep learning and
classical ML approaches across all seven task categories, with particularly pronounced advantages in
Intrusion Detection and Phishing Detection where the F1-scores exceed 97%. Classical ML methods,
while competitive for structured tabular data tasks such as Vulnerability Assessment, show a systematic
performance ceiling around 80 to 83%, reflecting their sensitivity to feature engineering quality and
their inability to model complex sequential dependencies in raw network traffic. The annotated score
labels above each bar facilitate precise numerical comparisons without requiring the reader to consult a
secondary table, a design choice aligned with current best practices in data visualisation for systematic
reviews. The consistent ordering of model families across all tasks provides strong evidence for the
practical superiority of Hybrid Al as an architectural paradigm for production cybersecurity systems.

3.4 Artificial intelligence models

Decision Tree and Random Forest Models

Some of the best-known machine learning models readily applicable in cybersecurity are Decision Tree
and Random Forest as they are relatively easy to interpret, offer high classification performance. The
decision trees operate by separating cybersecurity data into branches basing on specific characteristics
like packets size, source IP behavior, would-be logins, or would-be suspicious command executions
[55-57]. These types of models are often employed in Intrusion Detection systems, malware detection,
phishing detection and insider threat detection since they are also capable of classifying activities in a
quick manner as either normal or malicious. Random Forest models build on this functionality by
averaging over a number of Decision Trees to achieve greater predictive accuracy and deter overfitting.
Random Forest models prove to be very effective in cybersecurity settings when it comes to detecting
a suspicious network traffic, malicious URLs, fraudulent user activities, or abnormal endpoint behavior.
What is especially valuable is that these models are not only able to operate with high-dimensional data
but also on missing values and mixed types of features and can be even applied to large-scale enterprise
security systems. According to recent student research on cybersecurity, the Random Forest models are
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frequently more efficient than conventional classifiers as they are more stable, interpretable, and capable
of identifying more complex cyber threats.

Support Vector Machine Models

SVM models have found significant application in cybersecurity due to its high performance in binary
classification issues that involve malicious and harmless actions. These models are implemented by
determining the optimum hyperplane which divides legitimate activities and attack patterns in the
multidimensional feature space. SVM models are commonly applied to phishing detection, spam filters,
malware classification and anomaly detection due to the fact that they yield high quality results even
with highly imbalanced cybersecurity datasets. The key benefits of Support Vector machine models are
that the models can process high contribution information and low learner aids of training data and still
have significant classification. SVM models (kernel models) are particularly applicable in cybersecurity
since they are able to identify non-linear attack patterns that alternative classifiers can fail to identify.
Despite the popularity of Deep Learning models, Support Vector Machine models are not irrelevant as
they can be trained with fewer computing resources and will be highly accurate in most real-world
cybersecurity scenarios.

Artificial Neural Network Models

Artificial Neural Networks and other types of models are popular in the field of cybersecurity due to
their ability to effectively capture complex relationships in data related to cybersecurity compared to
other common systems of Machine Learning. These models are comprised of interconnected neurons,
which can process the information in several layers thus enabling them to learn complex attacks
signatures and malicious behaviors [58,59]. Common uses of Artificial Neural Networks in network
security, malware detection, ransomware detection, phishing detection, and cyberattack prediction are
common. Their capacity to handle huge amounts of network traffic, user activity logs, and endpoint
telemetry, makes them applicable in the contemporary cybersecurity contexts where attacks are rapidly
changing. ANN models are particularly good at identifying subtle patterns of attacks that are challenging
to detect through rule-based systems. These models have continued to be more incorporated in Security
Information and Event Management systems, Extended Detection and Response systems and even
cyber threat intelligence structures in recent years as a way to enhance real-time monitoring of threats
and predictive analytics.

Convolutional Neural Network Models

Convolutional Neural Network models have also risen to prominence as one of the most crucial Deep
Learning models in cybersecurity due to their ability to detect spatial patterns in both structured and
semi-structured data. Cybersecurity Malware binaries, packet captures and system logs may be
converted into image-like formats, which can be analyzed through a Convolutional Neural Network to
identify malicious signatures. The models are specifically useful in detecting malware, detecting
ransomware, intrusion and classifying network traffic. Convolutional Neural Networks have been
adopted to enhance adaptive authentication and identity security in the biometric identification system,
facial recognition security, and identity verification systems. In current studies, it has been established
that Convolutional Neural Network models can perform quite high detection rates of complex pattern
of attack, which often outperform classical methods of malware detection and network intrusion
analysis using Machine Learning. The reason why lightweight Convolutional Neural Networks are
becoming important in the field of IoT security, mobile security, and edge computing security is due to
the fact that they use fewer computational resources.

Recurrent Neural Network and Long Short-Term Memory Models

Recurrent Neural Network and Long Short-Term Memory models have become key components of
cybersecurity since they are the only models designed to handle time-series and sequential data.
Common cybersecurity incidents like network flows, logins, user actions, endpoint activity, and system
call behavior are usually demonstrated in temporal sequences that can reveal latent attack patterns [3,60-
61]. Long Short-Term Memory models are very useful in identifying insider threats, ransomware
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behavior, botnet activities, and advanced persistent threats since they are able to store long-term
dependencies in the data. These models have been extensively deployed in security information and
event management systems, behavioral analytics platforms, and cyber threat intelligence systems since
they have capabilities to support real-time monitoring of threats and predictive analytics. Long Short-
Memory models Time-series forecasting is gaining significance due to the fact that organizations are
shifting towards proactive cybersecurity, which is more about predicting attacks prior to their
occurrence.

Autoencoder Models for Anomaly Detection

Autoencoder models are broadly applied in cybersecurity since they are very effective in detecting
anomalies and unsupervised learning. Autoencoders are trained on how to rebuild the regular behavioral
patterns and then detect irregularities when the reconstruction error is abnormally large [62-64]. This
renders them particularly useful to identify unknown attacks and zero-day vulnerabilities as well as
insider threats and advanced persistent threats in environments that lack labeled attack data. Intrusion
Detection Systems, detection of fraud, cloud security, IoT security, or endpoint protection are other
frequent examples of using autoencoders since they can identify slight shifts in behavior of users and
system activity. Variational Autoencoders as well as Denoising Autoencoders are also increasingly
gaining attention as these are capable of enhancing robustness and reducing false positive as well in
cybersecurity systems. With the rising use of anomaly detection as an active form of cyber defense by
organizations, Autoencoder models are likely to be even more significant in the intelligent cybersecurity
systems of the future.

Graph Neural Network Models

Graph Neural Network models are gaining a growing significance in the field of cybersecurity since
cyber threats usually deal with intricate links among numerous entities such as users, devices, IP
addresses, domains, applications, and network nodes. Most Traditional Machine Learning models are
based on analysing cybersecurity events separately, whereas Graph Neural Network models are able to
detect relationships among interrelated entities and detect concealed attack pathways. The models are
extremely useful in cyber threat intelligence, fraud detection, insider threat detection, analysis of lateral
movement, detection of privilege escalation, and managing an attack surface. Explainable Graph Neural
Networks are also becoming popular since they assist analysts to learn why certain nodes or
relationships or habits were depicted as suspicious. In the future, Graph Neural Network models are
likely to be a key component of cyber defense strategies due to the increased interconnectiveness of
cybersecurity ecosystems.

Reinforcement Learning Models

Reinforcement Learning models are becoming more popular in cybersecurity due to their ability to be
taught the best methods to use in defense by having repeated interaction with the environment. These
models find particular application in intrusion prevention system, automated incident response, adaptive
authentication, intelligent access control, and Security Orchestration Automation and Response
platform. Reinforcement Learning agents watch the behavior of users and network conditions and
decide the most beneficial defensive action using long-term rewards. Deep Reinforcement Learning
models enhance the neuro networks with reinforcement learning in order to solve more complicated
cybersecurity challenges, including vulnerability prioritization, attack mitigation, and cyber risk
assessment. Another promising solution to harden cloud environments, IoT and distributed
infrastructures is to use Multi-Agent Reinforcement Learning models, with multiple intelligent agents
collaborating with each other to counteract cyber threats.
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Fig. 5 Precision, Recall, and F1-Score with Standard Deviation for State-of-the-Art Al Models in
Cybersecurity

Fig. 5 shows a horizontal error bar plot presents a rigorous multi-metric evaluation of seven Al models
spanning both modern deep learning architectures and classical machine learning baselines, with error
bars quantifying the standard deviation of reported performance across independent experimental runs
or cross-validation folds, providing a direct visual measure of model reliability. The Transformer-based
Packet Analyser achieves the highest Precision and F1-Score values among all evaluated models (97.1%
and 96.4% respectively) while also exhibiting the narrowest confidence intervals, indicating both peak
performance and superior reproducibility across experimental conditions. Conversely, baseline models
such as Random Forest display wider error bars and lower mean scores, confirming their structural
limitations in high-dimensional, non-stationary cybersecurity data distributions. The vertical dashed
reference line at the 90% performance threshold serves as a practical decision boundary, enabling
practitioners to instantly identify which architectures meet the minimum operational reliability standard
for deployment in real-time threat detection pipelines. The simultaneous display of three complementary
metrics guards against the misleading optimism that can arise from reporting a single score, particularly
in imbalanced datasets common to intrusion detection benchmarks where high accuracy can coexist
with poor recall on rare attack classes.

Generative Adversarial Network Models

Generative Adversarial Networks are finding more applications in the field of cybersecurity as they
have the ability to create artificially induced data to train models, perform adversarial testing, and model
attack. These models include two competing neural networks: a generator that produces synthetic data
and a discriminator that tries to tell the difference between a synthetic data and real data [19,65-67].
Generative Adversarial Networks have found popular application in cybersecurity to generate synthetic
samples of malware, phishing emails, network traffic, and attack scenarios to train and test detection
systems. Such models can be especially helpful since data on cybersecurity is not always balanced,
complete, or can sometimes be scarce since of privacy issues. GANs have the potential to enhance the
robustness of models by training them on more possible attack scenarios. Yet, they lead to additional
dangers as well since attackers may employ these models to design more advanced phishing attacks,
malicious software versions, and adversarial examples.
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Large Language Models

Large Language Models are quickly becoming one of the most powerful AI models in cybersecurity
since they have the ability to work with massive amounts of unstructured cybersecurity data.
Applications of these models are becoming popular as cyber threat intelligence, vulnerability analysis,
phishing detection, malware analysis, automated reporting, and digital forensics. Big Data MLs have
the capability to interpret threat findings, vulnerability announcements, and dark web forums, logs in
the system, and spam letters to detect new cyber threats and create actionable content. The more recent
advances in 2026 indicate that frontier Large Language Models are powerful enough to discover and
suggest patches to code vulnerabilities, and even create exploit code, which has sparked serious issues
of abuse and regulation. To safeguard the implementation of Large Language Models in the context of
cybersecurity, organizations are scouting safe deployment sources, Trusty Al frameworks, and human-
in-the-loop use cases to integrate Large Language Models into the security routine safely.

Explainable Artificial Intelligence Models

Explainable Artificial Intelligence is getting more significant as most of the Machine Learning and Deep
Learning models applied to cybersecurity are black-boxes. Before security analysts can act, they may
be called upon to know why a model deemed an activity as malicious [68-70]. Local Interpretable
Model-Agnostic Explanations, Shapley Additive Explanations, saliency maps, feature attribution, and
interpretable rule extraction are examples of explainable Artificial Intelligence models that shedding
light on model decisions. They are particularly useful in the field of malware detection, cyber risk
assessment, insider threat detection, digital forensics, and human-centered cybersecurity due to the fact
that they assist in enhancing trust, accountability, and compliance with regulations. This trend toward
greater use of Explainable Al is a response to the larger trend ofTrustworthy Al and responsible
governance of cybersecurity.

Hybrid and Neuro-Symbolic Models

One of the most promising future directions of cybersecurity is Hybrid and Neuro-Symbolic models
since they use the advantage of several approaches to Artificial Intelligence. Machine Learning, Deep
Learning, Natural Language Processing, Reinforcement Learning, Graph Neural Networks, explainable
Al may all be combined in a cybersecurity framework as a hybrid. The Neuro-Symbolic models unite
neural networks with symbolic reasoning and expert rules so that, not only, they identify attack patterns,
but also provide explanations as why the pattern is malicious. Such models particularly find applications
in cyber threat intelligence, digital forensics, attack path analysis, and automated incident response
purposes since they are more interpretable, able to push limits and more robust than single models would
be. To address the modern cyber threats, intelligent cybersecurity systems are probably to rely on hybrid
systems that could address the emerging needs of handling the cyber threats, enhancing decision-
making, and aiding in the protection of secure and autonomous cyber defense on a large scale.

3.5 Artificial intelligence applications

Al Applications in Intrusion Detection Systems

One of the most significant fields of cybersecurity has become the artificial intelligence use in Intrusion
Detection Systems since often the signature-based use of these systems is incapable of detecting zero-
day attacks, advanced persistent threat, and polymorphic malware. Network traffic analysis, suspicion
pattern detection, and unauthorized access detection are becoming more popular and can be performed
using the help of Machine Learning and Deep Learning models [71-73]. Decision tree, random forest
and support vector machine are all supervised learning techniques that are typically employed to classify
malicious and non-malicious traffic, whereas unsupervised techniques like clustering and anomaly
detection are employed to comingle with threats that are never seen before. The latest cybersecurity
contexts have been pushing towards more hybrid forms of Al-based Intrusion Detection Systems that
integrate behavioral analytics, predictive analytics and cyber threat intelligence to enhance detection
accuracy and minimize false positive. Such systems have particularly proven useful in enterprise
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networks, cloud protection resources, [oT protection systems, and edge computer protection systems
since they have the ability to constantly readjust to emerging attack tactics and allow ongoing tracking
of threats. Al-based intrusion detection has become a key element of the current cyber defense as it
allows to be proactively monitored and provide quick response to more advanced cyberattacks. The use
of Al-based intrusion detection systems has increasingly been empirically studied using datasets like
CIC-IDS2018, NSL-KDD and Edge-IloTset, as a measure of enhanced accuracy, latency and energy
efficiency in practice.

Al Applications in Malware Detection and Ransomware Detection

Malware detection tools and ransomware detection tools using Artificial Intelligence have greatly
enhanced the capability of cybersecurity systems to detect malicious software before it can inflict lasting
harmful impact. Conventional antivirus systems tend to rely on malware signatures that are known and
fail to detect polymorphic malware, fileless malware and zero-day ransomware attacks. Nowadays,
machine learning, deep learning, and neural network models are commonly used to analyze malware
binaries, system calls, application behavior, and network traffic to detect suspicious activities.
Convolutional Neural networks have shown the capability to convert malware binaries to an image
format to be classified, whereas Recurrent Neural networks and Long Short-Term Memory networks
can process series of behavior associated with ransomware execution. GANSs are also being applied in
developing synthetic malware samples by which to train detection systems and enhance immunity to
novel threats. The analysis of malware using Al has also become more efficient as, in real time, such
models are capable of determining malicious actions, focusing not on fixed signatures alone. Recent
studies also indicate that machine learning models of low weight that integrates heuristics analysis and
third-party threat intelligence can have high accuracy in detection with lesser computational expenses
and hence can be practically utilized in the real-world.

Al Applications in Phishing Detection and Social Engineering Prevention

The use of Artificial Intelligence in anti-phishing and anti-social engineering has become more
prevalent since phishing is among the top attack strategies employed by cyber-criminals. Machine
Learning, Natural Language Processing, and Large Language Models are currently common to
understand the email content, domain names, URLs, web site structures, and user activities and
determine that they were targeted by phished attackers [50,74-76]. The use of Al can identify the use of
suspicious language patterns, spoofed email addresses, malicious attachments, or spoofed login pages
more quickly and confidently than manual inspection. Recent development in Generative Al has posed
new problems since now infiltrators are able to construct extremely personalized phishing messages and
deep fake voice calls as well as believable social engineering material on a large scale. It is reported
that Generative Al has shortened significantly the time interval it takes to initiate scams regarding
phishing, and attackers can develop highly personalized suspicious schemes in a matter of minutes,
instead of hours. Simultaneously, with advancements in Al, cybersecurity agencies are implementing
machine-learned phishing identification systems, behavior-sensing applications, and adaptive
authentication systems to overcome these attacks. With the increasingly advanced phishing technique,
Artificial Intelligence would remain to be central in detecting suspicious messages and safeguarding
users against manipulation and stealing credentials.

Al Applications in Cyber Threat Intelligence

Another application of Artificial Intelligence has become one of the most crucial ones; the main
application of Al in the modern organization should be the Cyber Threat Intelligence since the new
threats have to be detected before they can disrupt the functioning of the organizations. Cyber threat
intelligence systems that are driven by Al have the ability to gather, process, and analyze big data sets
in threat feeds, dark web forums, weakness reports and malware repositories as well as incident logs.
The use of Natural Language Processing, Graph Neural Networks, and Large Language Models is in
the growth, aiming to draw meaningful insights out of the cyber threat intelligence data and delineate
the connections between hate agents, attack groups, malware families, and vulnerabilities. The
technologies facilitate active hunting of threats, predicting attacks, and ranking risks as they detect the
concealed attack patterns and possible future vulnerabilities within the digital ecosystems. Recent
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reports suggest that predictive threat intelligence and hybrid Al models are far more effective at
enhancing resilience within organizations by enhancing the ability to identify advanced cyber threats in
advance and responding more effectively to these threats. This increase in usage of Generative Al and
Large Language Models is also evolving cyber threat intelligence, fully automated report on the
intelligence of security threats, summarization of security alerts, and contextual advice to the security
teams.

Al Applications in Security Information and Event Management and SOAR

The use of Artificial Intelligence in Security Information and Event Management and Security
Orchestration Automation and Response systems has also become necessary given that organizations
produce large amounts of security logs and alerts that are challenging to be handled manually. SIEM
solutions employ both Machine Learning and Deep Learning to examine log files, correlate security
events, rank alerts, and detect suspicious trends in networks, endpoints, and in the cloud [77-79]. SOAR
systems take such capabilities a step further to automate response measures like isolating devices
impacted, blocking malicious IP addresses, shutting off user accounts and initiating incident
investigations. The use of Al-based SIEM and SOAR tools can decrease the workload of security
engineers by sifting through false positives and prioritizing alerts with the highest potential threat and
decreasing incident response time. The use of SIEM and SOAR platforms in developing Al-driven
solutions with generative Al and Large Language Models is becoming commonplace to automate threat
summaries, create advice, and aid in decision-making. The acceleration of the autonomous security
operations implies that autonomous security operation systems will rely more on Al-based SIEM,
SOAR, and Extended Detection and Response systems in the future to defend against complex cyber
threats in more effective ways.
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Fig. 6 Accuracy Distribution of Traditional ML vs. Deep Learning Models in Cybersecurity Studies

Fig. 6 represents side-by-side histogram with superimposed Kernel Density Estimation (KDE) curves
characterizes the full empirical distribution of accuracy scores reported across the reviewed literature
for two major Al paradigm families, enabling a direct probabilistic comparison that goes beyond the
point estimates typically reported in survey tables. The Traditional ML panel exhibits a bimodal
distribution with a dominant peak near 83.5% and a secondary mode around 77%, reflecting the
heterogeneous performance of Support Vector Machines, Random Forests, and XGBoost across diverse
cybersecurity task types, network environments, and dataset compositions encountered in the literature.
The Deep Learning panel, by contrast, displays a sharply unimodal and positively skewed distribution
concentrated above 90%, with a notably smaller standard deviation, indicating not only higher average
performance but also greater consistency and transferability across experimental contexts. The inset
annotation boxes report the mean and standard deviation for each distribution, supporting rapid
quantitative interpretation. Together, the two panels offer compelling distributional evidence that the
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transition from classical to deep learning approaches represents a statistically significant and practically
meaningful advancement in cybersecurity Al, with the reduced variance of deep learning outcomes
carrying particular importance for risk-sensitive deployment decisions in critical infrastructure
protection.

Al Applications in Endpoint Detection and Response

Powered by Artificial Intelligence, Endpoint Detection and Response systems are becoming
increasingly popular with endpoints including laptops, mobile devices, servers, and cloud workloads
being monitored against suspicious activities. Al-based Endpoint Detection and Response systems use
endpoint telemetry, process execution, registries modification, login actions, and file use to find
malware, ransomware, phishing attacks, and insider threats [80-82]. The significance of these systems
is critical since one of the most frequently used types of cyberattacks is launched at the endpoints. Deep
Learning and behavioral analytics will be able to detect malicious behavior despite the attackers
employing obfuscation methods, encryption, or fileless malware. Recent trends show that Al-based
endpoint protection is increasingly self-sufficient, and that systems can isolate infected devices, block
malicious processes and survive compromised systems without human intervention. The first Als
projects that are concerned with autonomous malware detection are showing that endpoint protection
systems can analyze suspicious files and decide on their security level.

Al Applications in Identity Security and Adaptive Authentication

The applications of Artificial Intelligence have become more significant due to Identity Security and
Adaptive Authentication since stolen credential, account takeover, and insider threats remain the
significant threats to organizations. Identity security is an Al-based product that examines the patterns
of login, computing devices, geolocation information, typing rate, and biometrics indicators to define a
legit user or a suspicious individual. The adaptive authentication involves behavioral analytics and risk
scoring that can dynamically change access requirements based on contextual information. As an
illustration, when a user logs in an odd place or device, he or she might be requested to undergo extra
identification measures. Facial recognition, fingerprint analysis, voice recognition and identity
verification systems are other systems that apply Artificial Intelligence to enhance access control and
curb fraud. Such technologies play a special role in the Zero Trust Security models since they are
constantly checking the identity of the user, as opposed to trusting him after being initially authenticated.
In response to the growing number of attempts at cybercrime by cybercriminals through the aid of stolen
credentials and Al-generated impersonation attacks, adaptive authentication and identity security will
be elevated as a crucial application in cyber defense.

Al Applications in Cloud Security and [oT Security

Applications of Artificial Intelligence in cloud security and IoT security are growing by the day due to
the growing dependence of organisations on cloud services, connected devices and distributed
infrastructures. Cloud environments are sources of enormous data that must be constantly monitored,
detected and controlled [20,83-86]. Al-based cloud security systems rely on the principles of Machine
Learning to detect abnormal activity, unauthorized access, and rank vulnerabilities on virtual machines,
cloud applications, storage systems. Artificial Intelligence is able to track connected devices and
intercept communication trends in real time, detecting possible malicious activity in IoT security.
Particularly lightweight Machine Learning models and Edge Al can be applied to IoT settings since it
can be used on resource-limited devices with low latency. Another way that is gaining importance in
cloud and IoT security involves Federated Learning and Privacy-Preserving Machine Learning, as these
two methods allow exposure of sensitive data when collaboratively training a model. The Al-guided
cloud security and IoT security will gain more importance to safeguard highly distributed digital
ecosystems as organizations need the implementation of 5G, 6G, or edge computing technologies.

Al Applications in Fraud Detection and Financial Cybersecurity

Financial institutions are reporting the increasing number of phishing scams, identity theft, payment and
account takeover attacks which makes the application of Artificial Intelligence in fraud detection and
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financial cybersecurity an increasingly important matter. Machine Learning and real-time behavioral
analytics are a popular method of tracking financial transactions, spotting suspicious behavior of an
account, and detecting suspicious patterns. Utilizing system fraud detection can identify potentially
fraudulent transactions, device usage, the history of logins, geolocation data, and customer actions.
Recent news state that Generative Al has propelled financial fraud to a new level by helping
cybercriminals generate convincing phishing emails, deepfakes videos, voice clone attacks and
impersonation scams. To enhance detection and prevention, financial institutions are countering by
innovating Al-based monitoring systems, cross-border fraud scoring systems, as well as cross-border
intelligence sharing systems. The rising pace of Al-fueled fraud evidences the fact that the future of
financial cybersecurity should turn to more predictive analytics, live tracking, and joint intelligence to
secure online transactions and keep the confidence in digital finance.

Al Applications in Explainable Cybersecurity and Governance

Explainable Artificial Intelligence and cybersecurity governance have gained popularity due to the
rising risks since most of the systems based on Machine Learning and Deep Learning are provided as
black boxes, which do not give much understanding of how decisions are made. The high-risk
cybersecurity environment requires analysts to be aware of why a model would have identified an
activity as malicious to act accordingly [87-89]. The methods of explainable Artificial Intelligence, such
as feature attribution, saliency maps, Local Interpretable Model-Agnostic Explanations, and Shapley
Additive Explanations can be used to enhance the trust, transparency, and accountability in Al-assisted
cybersecurity systems. Malware detection, insider threat detection, digital forensics, cyber risk
assessment, and regulatory compliance are specific areas that benefit from explainability since these
applications are associated with making critical decisions that can impact operations within an
organization. Al Ethics in Cybersecurity, Trustworthy Al and Human-Centred Cybersecurity are also
essential due to the fact that organizations have to make sure that Al processes are equitable, secure as
well as conforming to the rules. Next-generation cybersecurity governance systems will likely focus
more on transparency, elucidativeness, and accountable use of Al.

Al Applications in Deepfake Detection and Synthetic Media Security

Detecting deepfakes has become a key application of Artificial Intelligence due to the growing usage of
synthetic media, voice cloning, and altered videos by cybercriminals in attacks of fraud, misinformation,
and impersonation. Deepfake detection methods powered by Al scan facial expressions, spoken words,
lips, signatures, and video anomalies to calculate whether information has been created by an artificial
method. Such systems are particularly critical in financial cybersecurity, identity authentication,
journalism, political communications, and corporate security since deepfakes may be used to defraud
employees, control the masses, and even circumvent authentication systems. New cybersecurity
platforms are, more and more, adding deepfake detection technology to identity security systems and
social media monitoring tools to detect malicious content in the moment. The fact that specialised
deepfake detection websites have appeared mirrors the ever-increasing demand on synthetic media
defense as the development of Generative Al progresses.

Al Applications in Autonomous Cyber Defense and Agentic Al

One of the most promising uses of Artificial Intelligence in cybersecurity is autonomous cyber defense
and agentic Al since such systems are able to decide, work towards objectives and react to intruders
with little human supervision. Agents Als are consumed in more vulnerability scans, attack surface
management, threat hunting, automated incident response, and continuous exposure management [3,90-
92]. Multi-Agent Systems enable multiple Al agents to cooperate to protect cloud infrastructures, IoT
environments, and enterprise networks through the sharing of intelligence and distributing tasks.
Research has recently indicated that the trend is moving towards organizations moving away from the
traditional Generative Al towards more autonomous systems of Al that can both set goals, monitor
networks and react to threats in real time. Nevertheless, malicious agents are also starting to leverage
agentic Al to automate reconnaissance and phishing or malware creation, and evolving attack tactics.
Such two-sided cooperation of autonomous Al implies that a firm management, Trustworthy Al, and
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Human-in-the-Loop strategies are necessary to guarantee the safety of autonomous cyber defense
system and its compliance with company goals.

4. Discussion

According to the results of this literature review, Artificial Intelligence, Machine Learning, and Deep
Learning have become the main perches of the new approach to cybersecurity as it enables the
enhancement of real time threat detection, predictive analytics, prediction of cyberattacks, and
automated responses. Conventional tools of cybersecurity based on the use of inflexible rules, manual
inspection, and signature-driven detection are becoming less effective in countering the changing cyber
threats of ransomware, phishing, insider attacks, Botnets, advanced persistent threats, and zero day
attacks. Machine Learning (ML) and Deep Learning (DL)-based Intelligent Cybersecurity Systems have
the potential to continuously analyze network traffic, system logs, endpoint telemetry, and cloud
workloads (and user behavior) to detect malicious behavior more precisely and quickly than traditional
systems. New trends also suggest that the field of cybersecurity is also transitioning to a new phase
through Al-centric Security Operations Centers, agentic Al, autonomous security systems, and enduring
exposure management. Organizations are moving towards deploying Security Information and Event
Management systems, Extended Detection and Response systems, and Security Orchestration
Automation and Response technology with built-in Artificial Intelligence, to mitigate the problem of
alert fatigue, faster incident response, and proactive cyber defensive measures. The ongoing focus on
Zero Trust Security, identity security, adaptive authentication, and continuous risk scoring further proves
that future cybersecurity policy will be more and more based on the dynamic and Al-enhanced access
control and behavioral analytics.

Table 1. Comparative Analysis of Artificial Intelligence Techniques, Methods, Technologies, and

Models in Cybersecurity

Sr. Application Techniques / Methods / Technologies / Key Function

No. Models

1 Intrusion Detection Systems Random Forest, Support Vector Machine, Detect unauthorized network
Decision Tree access

2 Malware Detection Convolutional Neural Networks, Deep Neural Identify malicious binaries and
Networks code

3 Ransomware Detection Recurrent Neural Networks, Long Short-Term Detect sequential ransomware
Memory behavior

4 Phishing Detection Natural Language Processing, Large Language = Analyze malicious emails and
Models URLs

5 Cyber Threat Intelligence Graph Neural Networks, Natural Language Identify relationships between
Processing threats

6 Insider Threat Detection Behavioral Analytics, Autoencoders Detect suspicious user activities

7 Endpoint Detection and Response Deep Learning, Anomaly Detection Monitor endpoint behavior

8 Security Information and Event Machine Learning, Big Data Analytics Correlate logs and prioritize

Management alerts
9 Security Orchestration Automation and Reinforcement Learning, Automated Incident Automate security workflows
Response Response

10 Identity Security Adaptive Authentication, Behavioral Biometrics ~ Verify user identity dynamically

11 Zero Trust Security Risk Scoring, Intelligent Access Control Continuously validate user access

12 Cloud Security Federated Learning, Privacy-Preserving Protect cloud workloads
Machine Learning

13 10T Security Edge Al Lightweight Deep Learning Secure connected devices

14 Blockchain Security Secure Federated Learning, Cryptographic Improve tamper resistance
Analytics

15 Fraud Detection Graph Neural Networks, Predictive Analytics Detect suspicious transactions

16 Digital Forensics Natural Language Processing, Generative Al Analyze incident reports and logs

17 Vulnerability Assessment Large Language Models, Generative Al Identify and prioritize

vulnerabilities

18 Threat Hunting Cyber Threat Intelligence, Reinforcement Support proactive threat
Learning discovery

19 Anomaly Detection Autoencoders, Unsupervised Learning Detect unknown attack patterns

20 Cyberattack Prediction Long Short-Term Memory, Predictive Analytics  Forecast future attack behavior

21 Deepfake Detection Convolutional Neural Networks, Pattern Detect synthetic media attacks

Recognition
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22 Automated Patch Management Reinforcement Learning, Agentic Al Prioritize and deploy patches

23 Continuous Exposure Management Agentic Al, Autonomous Security Systems Monitor attack surfaces
continuously

24 Adaptive Authentication Machine Learning, Identity Security Adjust access requirements
dynamically

25 Post-Quantum Cryptography Quantum-Safe Security, Al Optimization Prepare for quantum threats

Recent advances in Generative Al and Large Language Models have posed new opportunities and
threats to cybersecurity. On the one hand, Large Language Models find more and more applications in
cyber threat intelligence, malware analysis, vulnerability assessment, phishing detection, digital
forensics, automated reporting, and the automation of the Security Operations Center [8,12,93-95].
Conversely, Generative Al raised serious issues concerning adversarial machine learning, prompt
injection, deepfakes, malware creation, automated reconnaissance and social engineering. Of particular
interest is the formation of agentic AI and multi agency systems since these technologies can
autonomously plan, reason, and perform complex cybersecurity operations with reduced human
oversight. Preliminary indications point to the shift of agentic Al beyond the assistant model to complete
an autonomous pipeline with continuous monitoring, automated incident response, vulnerability
discovery and attack path analysis. Nonetheless, these technologies also increase the size of the
cyberattack surface since attackers can take advantage of memory poisoning, prompt injection,
manipulation of runtime tools, and inter-agent communication vulnerabilities. This will mean that future
cybersecurity systems will demand more robust programs of governance, Human-in-the-loop Al,
Trustworthy Al, Explainable Artificial Intelligence, and Zero-Trust at Run Time Architectures in order
to make sure that autonomous Al agents are safe, transparent, and responsible.

The other significant conclusion of this review is that the various Artificial Intelligence methods exhibit
different levels of strength on different cybersecurity areas. Random Forest, Support Vector Machine,
Logistic Regression, and Decision Trees Supervised Machine Learning models, in particular, can be
effectively used in malware detection, phishing detection, spam filtering, and intrusion detection
systems since they can very well categorize familiar attack patterns. Deep Learning models, including
Convolutional Neural Networks, Recurrent Neural Networks, Long Short-Term Memory networks, and
Autoencoders, are better applied to intricate cybersecurity tasks, when handling unstructured data,
sequence of occurrences, and detecting anomalies. GNNs have lately proved to be of great use in cyber
threat intelligence, attack surface management, privilege escalation detection, fraud detection, and
insider threat detection due to their ability to model relationships based on users, devices, domains, and
network nodes. Reward Learning and Deep Reinforcement Learning also become attention-grabbing in
the sense that they can be used to aid the adaptive authentication, automated response to incidents,
intelligent access control, and autonomous cyber defense. There are indications, based on these
developments, that the next generation of cybersecurity frameworks will depend on more hybrid
frameworks with multiple methods of Artificial Intelligence to enhance performance, resilience and
interpretability.

The review also outlines a number of long-standing challenges which still restrict the efficiency of
Artificial Intelligence in cybersecurity. Adversarial machine learning is one of the most critical issues
as attackers alter training data, generate adversarial inputs, or find vulnerabilities in Al models to avoid
detection [96,97]. Huge Language models and Generative Al systems are especially susceptible to
prompt injection, hallucination, model inversion, and leakage of data attacks. The other significant issue
is that Deep Learning systems are non-explainable since most models are black boxes that give minimal
information on why specific decisions are taken. Such a non-transparent space poses a challenge to
cybersecurity analysts who have to substantiate their choices and act. Moreover, the lack of privacy,
data asymmetry, low data quality, computational efforts, regulatory limitations, and lack of
generaliseability in Al-based cybersecurity systems still impede Al uptake. Recent events also provide
evidence that organizations are turning more to cohesive governance, risk and compliance solutions to
facilitate ease in cybersecurity governance, to narrow compliance pressure, and to enhance
organizational resilience.
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Cybersecurity
Sr. No. Challenge Opportunity Future Direction
1 Adversarial Machine Learning Robust model training Adversarial resilience frameworks
2 Prompt Injection Secure prompt engineering Zero-Trust Runtime Architecture
3 Data Privacy Concerns Federated Learning Privacy-Preserving Machine Learning
4 Lack of Explainability Explainable Artificial Intelligence Human-Centered Cybersecurity
5 Model Hallucination Trustworthy Al Safer Large Language Models
6 Data Imbalance Synthetic data generation Generative Adversarial Networks
7 High Computational Cost Lightweight Al models Edge Al deployment
8 False Positives Behavioral Analytics Hybrid Al models
9 False Negatives Multi-layered detection Ensemble learning
10 Poor Data Quality Data cleaning pipelines Automated data governance
11 Limited Scalability Cloud-native Al systems Distributed cybersecurity frameworks
12 Regulatory Compliance Unified governance platforms Automated compliance systems
13 Identity Theft Adaptive Authentication Continuous identity verification
14 Deepfake Attacks Synthetic media detection Deepfake-resistant systems
15 Malware Evolution Real-time threat monitoring Autonomous malware analysis
16 Phishing Automation Natural Language Processing Al-based phishing prevention
17 IoT Vulnerabilities Lightweight anomaly detection Secure IoT ecosystems
18 Quantum Threats Post-Quantum Cryptography Quantum-Safe Security
19 Multi-Agent Risks Agentic Al governance Safe autonomous systems
20 Runtime Supply Chain Attacks Zero-Trust Runtime Models Secure agent ecosystems
21 Insider Threats Behavioral Analytics Context-aware monitoring
22 Cloud Misconfigurations Cloud Security Automation Al-driven cloud governance
23 Skill Gaps Al-enabled SOC automation Workforce augmentation
24 Tool Fragmentation Platform consolidation Unified security operations
25 Lack of Accountability Human-in-the-Loop Al Ethical Al governance

In general, the literature shows that convergence of Artificial Intelligence, Machine Learning, Deep
Learning, Generative Al, agentic Al, and autonomous cyber defense systems will define the future of
cybersecurity. Organizations are shifting to Al-assisted Security Operations Centers, reconfigurability,
cyber resilience models, post-quantum cryptography, and dynamic exposure to deal with more and more
advanced threats. The quick development of agentic AI and multi-agent cybersecurity systems
demonstrates that cyber security is going to be more autonomous, proactive, and scalable in the future.
Simultaneously, these innovations needs powerful cybersecurity regulation, Explainable Artificial
Intelligence, ethics, and Zero Trust structures to have safe implementation. Future directions ought to
establish hybrid models, Explainable Graph Neural Networks, Secure Federated Learning, Human-in-
the-Loop Al and robust autonomous security systems capable of surviving the changing cyber threats
without compromising transparency, privacy, and trust.

5. Conclusions

This is a detailed literature review exercise that has indicated the increasing role of Artificial
Intelligence, Machine Learning, and Deep Learning in enhancing current cybersecurity systems to
address an ever-evolving and even more challenging cyber threat. The analysis provided on the
PRISMA basis proves that smart systems of cybersecurity have become necessary to identify, enhance,
and react to sophisticated patterns of attack such as ransomware, phishing, malware propagation, insider
threats, botnet attacks, and advanced persistent threats. The established security measures, which are
founded on rules and regulations, cannot be applied to deeply interconnected digital environments
where cybercriminals repeatedly take advantage of vulnerabilities in cloud systems, [oT networks, and
edge computing applications, as well as enterprise unities.

The analysis results indicate that the performance of intrusion detection systems, malware detection
systems, cyber threat intelligence platforms, endpoint detection and response tools, and Security
Information and Event Management solutions has significantly enhanced with the help of Machine
Learning and Deep Learning models. Methods like Convolutional Neural Networks, Recurrent Neural
Networks, Graph Neural Networks, reinforcement learning, and hybrid deep learning architectures have
facilitated more accurate anomaly recognition, behavioral analytics, predictive analytics, and live threat
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monitoring. These machine-learning models are able to handle large volumes of cybersecurity
information, detect concealed attack patterns, and proactive cyber defense measures. Moreover, the
rising adoption of Explainable Artificial Intelligence, federated learning, privacy-sensitive machine
learning, and trustworthy Al have provided additional opportunities to enhance the transparency of the
model, user trust, data privacy, and regulatory compliance.

Irrespective of these developments, the review also reveals that there are some crucial challenges that
still impede the widespread implementation of Al-powered cybersecurity solutions. The validity of
Adversarial machine learning attacks, quality of derailed datasets, class bias, overfitting of models, lack
of interpretability, high computational expenses and low generalizability are still of concern. The fast
advancement of generative Al and large language models has further presented a twofold threat, because
these technologies can both enhance cyber defense as well as allow cybercriminals to automatize
phishing efforts, malware development, and social engineering attacks. Moreover, concerns surrounding
the governance of data, ethical artificial intelligence, the bias in algorithms, secure computing, and
human-focused cybersecurity should be tackled to make the implementation of intelligent security
systems as safe and responsible as possible.

The study of autonomous security systems via combination of real-time decision making, adaptive
learning and explainable reasoning should be pursued in future studies. One should also focus more on
zero trust security architecture, cyber resiliency, attack surface control, blockchain security, internet of
things security, and cloud-native security measures. New methods like transfer learning, graph-based
cyber defense, cybersecurity digital twins, collaborative threat intelligence, and multi-agent
reinforcement learning have good potential in their future exploration. In general, the intersection of
Artificial Intelligence, Machine Learning, and Deep Learning with cybersecurity is likely to transform
the future of cyber defense, allowing to create scalable, proactive, transparent, and resilient security
ecosystems that can respond to cyber threats of the next generation.
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