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Abstract 

The current high-speed pace of the Internet of Vehicles (IoV) has successfully allowed the construction of 

intelligent transportation frames; nevertheless, there are several grave issues, such as malicious data injection, 

dynamic trust variations, scale risks, and strict low-latency, which have been mentioned. Current methods of 

managing trust use mainly fixed or semi-dynamic reputation models, likely to fail in dynamically changing and 

adversarial settings of the IoV. In dealing with these issues, this article suggests a self-evolving framework of 

trust, combining blockchain technology, reinforcement learning (RL), and edge/fog computing to allow real-

time, adaptive, and secure assessment of trust. The suggested system will utilise a multi-layered structure in 

which vehicular information is subject to pre-processing and behavioural evaluation to determine reliability in 

terms of data accuracy, abnormality detection, and falsity detection. A blockchain ledger keeps historical trust 

records with constant levels of transparency, impartiality, and withstands modification. The reinforcement 

learning-based trust decision engine is a dynamic assessment of incoming data, which is formed based on real-

time behavioral features and historical trust data, and independent of the acceptance, verification, or rejection 

of the messages. A mechanism of continuous updating of the trust scores is based on a reward and a penalty 

system so that the system can adjust to changing network conditions and new patterns of attacks. The framework 

adopts a low-latency performance using edge and fog computing to compute locally, and privacy-preserving 

approaches, including anonymization and federated learning, to keep sensitive vehicular information safe. It is 

shown through a large body of simulations run on SUMO and NS-3 that the proposed framework is much more 

suited in terms of trust accuracy, attack detection rate, and communication latency to scale over a large area and 

set up the next generation IoV systems. 

Keywords: Internet of vehicles, Trust management, Reinforcement learning, Blockchain, Edge computing, 

Malicious node detection. 

 

1. Introduction  

The high pace of smart transportation systems and growth of the vehicle Internet have profoundly 

altered contemporary car communication as of the real-time data communication among cars, 

infrastructures and cloud services. This paradigm enhances traffic performance, road safety and 

driverless technology. Nonetheless, the transparency and dynamism of the IoV network render it 

extremely susceptible to security attacks that include malicious data injection, fake message 

transmission, Sybil attack, and doubtful manipulation and unreliability of the system can severely 

compromise it. In this way, implementing strong, responsive and scalable trust management systems 

has emerged as a main research issue in IoV settings. The conventional methods of managing trust in 

vehicular networks primarily rely on either the static or reputational model, whereby trust is computed 

along the lines of the past interactions or already programmed rules. These techniques are simple in 

terms of reliability, though not able to accommodate high mobility, dynamic topology, and highly 

dynamic vehicles [1-5]. Moreover, central trust architectures are prone to failure, absence of 
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transparency, and manipulations of data, which prevents them being viable in real-life implementations. 

Recent developments in blockchain technology have presented decentralized, mutable and transparent 

data storage and trust evaluation mechanisms ensuring safe data storage and therefore addressing some 

of the limitations of traditional systems [6-10]. IoV systems based on blockchain deliver integrity to the 

data, its tracking capabilities and protection against attackers and are potential solutions to the 

automobile networks of the future [11-15]. 

Although blockchain trust systems are advantageous, they are not as numerous as the constantly 

evolving and contextually dependent nature of trust in the Internet of Vehicles (IoV). These systems 

tend to rely heavily on previous data and are not necessarily designed to maintain current network 

conditions or inventive ways of attack in real time. To avoid this, individuals are increasingly 

considering to use artificial intelligence (AI), particularly reinforcement learning (RL) to handle trust. 

RA allows systems to determine optimal methods of choice by continuously engaging in interaction 

with the environment and adjusting their levels of trust depending on what they observe and receive in 

response as feedback [16-20]. However, current RL trust models do not necessarily have secure 

locations to store data, scale poorly, and cannot be easily linked to the decentralized systems required 

to roll out massively wider IoV. 

Meanwhile, the emergence of edge and fog computing models have provided a viable approach to 

address the limits of latency and processing of centralized cloud approaches. By enabling localized data 

processing, decision-making, edge/ fog computing reduces significantly communication delays and 

enhances the responsiveness of system, which is essential to safety-critical IoV applications, including 

collision avoidance and emergency message broadcasts [21-30]. In addition, it is important to apply 

privacy-sensitive approaches to protect sensitive vehicle information to make accurate trust judgments 

and address the growing problems of data security and user privacy in disseminated networks [31-35]. 

Based on such obstacles and research gaps, this paper presents a novel self-evolving trust-aware system 

based on RL as a combination of blockchain, reinforcement learning and edge/ fog computing that can 

help to develop secure, adaptive, and scalable trust management in the IoV. The overall objective of the 

paper is designing a system that facilitates real-time trust estimation and dynamic adaptation, and trust 

judgments by referring to the blockchain data in the past and the vehicle behavior under current 

conditions. Unlike the existing approaches, the proposed framework includes a path to continuous 

learning as the system will evolve over time and respond effectively to emerging threats and other 

changes in the network conditions [36-40]. 

The offered system follows the systematic, chronologic workflow, beginning with initializing the trust 

scores and system elements and continues with the creation and validation of real-time data. A 

behavioural analysis module relies on measuring vehicle behaviours and detecting anomaly of 

behaviours and false information. Historical trust data is then accessed by the blockchain, and merged 

with real-time inputs in an RL-based decision engine, which then decides to accept or verify or reject 

incoming messages. Trust rating is dynamically updated and safely stored on the blockchain, ensuring 

transparency and immutability. The system also incorporates features to detect and isolate malicious 

nodes, privacy-friendly strategies, and edge/ fog computing-based optimizations to make decisions with 

low latency and better scalability. Constant learning and distributed computation enable the framework 

to effectively handle large-scale IoV environments, without compromising high trust accuracy and 

stability. Overall, the research assists in filling gaps between safe information management, intelligent 

decision-making, and real-time processing in IoV, which will form the foundation of a reliable and self-

governing networks of vehicles in the future. 

2. Methodology 

This section presents the self-evolving trust-aware framework of the Internet of Vehicles (IoV) that is 

driven by reinforcement learning and seeks to address the primary issues such as dynamism of trust 

evaluation, security, scalability, and low-latency decision-making. This solution is a combination of 

blockchain technology, reinforcement learning (RL), and edge/ fog computing as parts of a unified 

framework enabling constant adjustment and holding trust. Unlike the conventional approaches, which 
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rely on rigid or more dynamic frameworks, the proposed framework introduces a closed-loop learning 

framework, allowing the trust decisions to evolve based on live action and previous interactions. 

2.1 System Architecture 

The blockchain layer ensures a secure, decentralized and immutable storage of trust-related information 

such as behavioral history and validation results. Blockchain-based trust has been shown to enhance 

information disclosure, data integrity, and tampering immunity in IoVs [41-43]. The decision-making 

part is the reinforcement learning (RL) layer. It processes behavioral and historical data on trust to 

generate adaptive trust decisions. Under the ability to obtain optimal policies through interactions with 

the environment, RL-based approaches have been continuously applied to dynamic trust management 

[44-47]. The proposed system has a multi-layer network with three interrelated tiers: the edge/ fog 

computing layer, the trust decision layer based on the reinforcement learning system, and the blockchain 

layer as shown in Figure 1. The edge/ fog layer handles the real-time data collection, preprocessing, and 

local processing. Such an approach can significantly reduce latency and be responsive in real time in 

mission-critical applications such as collision avoidance. Past studies have demonstrated the 

effectiveness of edge computing in reducing the communication latency and improving the performance 

of the system [13-16]. 

 

Fig. 1: Active Hierarchical structure of the proposed self-evolving trust-aware IoV system. 

2.2 Trust Evaluation Model 

The proposed trust model incorporates both current behavior analysis and past trust information that 

overcomes the weakness of the traditional static trust models. Trust score on a vehicle is calculated as: 

Ti (t) = α Bi (t) + β Hi (t) 
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subject to: α + β = 1, where 0 ≤ α, β ≤ 1 

The weighting parameters α and β are empirically determined through validation experiments to balance 

the influence of real-time behavioral observations and historical trust information. 

In which Ti(t)is the trust score of vehicle i at time t and Bi(t)is the behavioral trust score of car i obtained 

through real-time observations, and Hi(t)is a historical trust for vehicle i stored in the blockchain. 

Weighting factors α and β are used to regulate the impact of the real time and historical factors. This 

confederative solution provides trust evaluation to be dynamic based on the current conduct but still 

consistent with previous interactions in the past overcoming the constraints of previous blockchain-

based models that rely massively on past history [3-5,7]. 

2.3 Reinforcement Learning-Based Trust Decision Model 

The process of making trust decision is developed as a Markov Decision Process (MDP) wherein the 

system acquires optimal decision policies as a result of its long-term interaction with the environment. 

State (S): Behavioural characteristics + past trust.  

Action (A): Accept, Reject, Check.  

Reward (R): Intermediate: It has been rewarded with a yes on correct answers and no on incorrect ones.  

The Q-learning update rule is given by: Q(s,a)        Q(s,a)+ η [r+λ max Q(s',a')-Q(s,a)] 

Such a formulation makes the system to respond to changes in decision-making policies which leads to 

a better accuracy of the trust and attacks. To bring about a balance between exploration and exploitation, 

an epsilon-greedy policy is followed which will drive towards optimal trust choices. Trust models based 

on RL have been demonstrated to be better than the conventional models in dynamic IoT and IoV 

systems [16-20]. 

2.4 Step-by-Step Workflow Implementation 

The suggested framework has a systematic workflow that incorporates all the components of the system 

into a continuous cycle of the evaluation of trust as shown in Figure 2. The system initially works by 

initialising the system in which the vehicles start with a trust score. The vehicles subsequently produce 

live messages like safety information and traffic messages. The system then analyses behaviourally 

where the parameters should be evaluated including: data accuracy, pattern of anomalies and false 

information propagated. History trust values are then retrieved using the blockchain to give the 

contextual information to make a decision [1-7]. The RL-based trust engine uses real-time and historic 

information to decide on whether or not to accept an incoming message, verify it, or reject it [16-20]. 

Depending on the decision result, the trust scores are updated in a dynamic fashion and stored in the 

blockchain. The vehicles that have continuously low trust scores are declared as being malicious and 

are separated out of the network. At the edge layer, these messages will be processed and their validation 

will be carried out to ensure consistency and validity of data [21-25]. 

An important characteristic of such a workflow is that this process has an ongoing feedback loop, 

through which the RL model easily changes policy in response to observed results. This will make sure 

that the system gets updated as time progresses and meets the new attack vectors and network dynamics. 
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2.5 Algorithmic Implementation 

The system proposed is implemented by an iterative algorithm that incorporates validation, behavioral 

analysis, RL decision-making and blockchain storage, as shown in Fig. 3 [26-30]. 

 

Fig. 2: Process flow: The proposed self-evolving trust-aware IoV system based on RL. 

2.6 Data Flow Model 

The proposed system will be a closed-loop data flow architecture, The stored trust decisions are linked 

to the blockchain that will give the opportunity to have historical data in future assessments [31-34]. 

The given framework functions in a closed-loop mode, with the trust decisions being enhanced with a 

“constant -feedback” of the past interactions [35-38]. Which will make sure that there is constant 

interaction between system components as depicted in Figure 4. Vehicle-generated data is the starting 

point of the data flow and is handled at the edge layer and then sent to the RL engine [35-40]. This 

cyclic system provides long-term learning and flexibility of systems. This dynamic “behavior” of 
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response to the changing network conditions and varying attack trends is made possible through this 

adaptive mechanism. 

 

Fig. 3: Reinforcement learning based algorithm for trust assessment. 
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Fig. 4: Loops of data flow to allow continuous learning and evolution of trust. 

2.7 Privacy Preservation and Security Mechanisms 

The encryption on blockchain ensures safe data storage and prevention of unauthenticated access. The 

mechanisms address the major privacy and security concerns identified in previous studies [41-45]. The 

proposed framework combines privacy-supporting tactics such as anonymization and federated learning 

to ensure confidentiality of vehicle data [46-48].  

2.8 Scalability and Computational Efficiency 

The system uses spread blockchain storage and edge-based processing to provide the large-scale Internet 

of Vehicles (IoV) ecosystem, thus, reducing computational load and improving scalability. Research has 

shown that edge computing combined with distributed systems can enhance the performance of the 

system in the IoT environment [49-52]. 

2.9 Simulation and Evaluation Setup 

The suggested system will be evaluated with SUMO and NS-3 simulation systems as realistic traffic 

and network models as used in Figure 5. Key indicators are used to evaluate performance; these are 

trust accuracy, latency, and attack detection rate, which are frequently the basis of research in the field 

of performing trust evaluation on the IoV [53-55]. 

The proposed model introduces an integrated, flexible, and secure trust management model that will 

integrate blockchain, reinforcement learning, and edge computing. The system addresses the limitations 

of existing system since it provides real-time decision-making, continuous learning, and scalability. It 

significantly paves the way in state-of-the -art Internet of Vehicles trust management. 
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Fig. 5: How to simulate the proposed IoV trust management system. 

3. Results 

This part provides a detailed evaluation of the self-evolving trust-aware reinforcement-driven learned 

framework suggested to the Internet of Vehicles (IoV). The discussion will focus on how the system 

will achieve high trust precision, low latency and competent detection of bad nodes, without which, safe 

and reliable vehicular communication becomes malfunctioning. The functionality of the proposed 

structure is comprehensive and checked by simulations conducted using SUMO and NS-3, which, 

together, can provide a realistic representation of a pattern of vehicle movement and network interaction. 

The results obtained are contrasted with the current trust management methods, including blockchain, 

reinforcement learning, and edge models methods that are thoroughly studied in the literature. 

3.1 Simulation Environment and Experimental Setup 

The simulation environment is designed to mimic real-life Internet of Vehicles (IoV) scenarios where 

vehicles continuously exchange important, time-sensitive information such as traffic data, hazard 

warnings and route information as shown in Figure 6. SUMO is used to generate realistic vehicle 

movement behaviors, including various levels of traffic density, traffic flow, and road conditions, but 

NS-3 is used to simulate communication protocols, the delays of the packets transmission, and effects 

of network congestion. The added two simulation platforms, make it possible to accurately model both 

mobility and communication properties of IoV systems, a technique that was applied in the previous 

study [1,25,42-44]. 
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Fig. 6: IoV trust evaluation Simulation environment merging traffic mobility (SUMO) and network 

communication (NS-3). 

The simulation of cars has a classification of legitimate and malicious nodes, with malicious nodes 

intentionally establishing false or misleading data. The system evaluates dynamically trust through 

behavioral observations and historical data retrieved via the blockchain [1,20,42-44]. This setup allows 

providing an in-depth evaluation of the capacity of the system to detect and respond to malicious activity 

in a variety of network cases. 

3.2 Quantitative Performance Evaluation 

Three main indicators are used to evaluate the effectiveness of the proposed framework; trust accuracy, 

latency and the attack detection rate. These metrics are widely recognised in the study of trust 

management in IoV, and provide a comprehensive assessment of system performance [16-25,46]. Table 

1 shows the comparative results. The achieved results are obtained through simulation-based assessment 

under uniform network conditions, which guarantee the fair comparison of the various trust 

management strategies. 

Table 1: Comparison of performance of the current management methods in trust and the framework 

proposed. 

Approach Trust Accuracy (%) Latency (ms) Attack Detection Rate (%) 

Blockchain-Based 62.4 142.3 58.2 

RL-Based 75.1 87.6 72.4 

Edge-Based 83.7 52.8 81 

Proposed Framework 93.6 28.6 94.7 

 

The findings indicate that, the proposed framework has a significant advantage over all the baseline 

methods in all the assessment measurements. This improvement has been made by the integrated design 

that combines the secure data storage, adaptive learning, and low-latency processing in one unified 

system[15,25,42,43]. 
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3.3 Graphical Performance Analysis 

 

Fig. 7: Comparable performance across various trust management strategies in a graphic way. 

Through graphical analysis it is evident that the proposed framework achieves the highest level of trust 

accuracy, highest level of attack detection, and the lowest level of latency as seen in Figure 7. This 

demonstrates how combining blockchain, reinforcement learning, and edge computing into a single 

framework is a success[11,42]. 

3.4 Trust Accuracy Analysis 

The proposed architecture achieves the trust accuracy of 93.6, which is an impressive improvement over 

blockchain and RL models. This is largely due to the hybrid trust assessment system that combines the 

live behavioral analysis and past history of trust.  In standard blockchain-related approaches, evaluation 

of trust is heavily based on previous information, which may not accurately reflect current behaviours 

in evolving environments [3,4,8,42]. As a result, such systems are often not capable of managing the 

sudden change or new threats effectively. On the other hand, the RL-based models are flexible and lack 

secure and reliable storage of trust data, making them prone to manipulation [11-13,16-18]. The 

proposed framework addresses these inadequacies by combining the benefits of both approaches, which 

will enable accurate and reliable evaluation of trust. Introduction of real-time behavioural analysis 

ensures efficiency to current conditions, but blockchain ensures efficiency and reliability of past data 

[6-8,14,42-44]. 

3.5 Latency Analysis 

In the IoV applications, latency is an important factor with particular emphasis laid on safety-critical 

experiences that demand immediate action. The proposed system achieves a latency of 28.6 ms, which 

is significantly lower than systems based on blockchain (142.3 ms) and systems based on RL (87.6 ms). 

This has been facilitated in large part by the use of edge and fog computing that enables the processing 

of data to happen closer to the source thereby reducing the communication delays and network 

congestions [16-18,28,29-31]. In comparison, blockchain systems have a high latency due to consensus 

mechanism and distributed verification processes [6-8,14,32-34]. The proposed system balances 

security with efficiency by offloading computation to edge nodes and ensuring only the tasks necessary 

to computers communicate, ensuring real-time responsiveness. 

3.6 Attack Detection Analysis 

The proposed design achieves 94.7% attack detection rate, which is significantly higher than the existing 

approaches. This superior capability of detection can be credited to the reinforcement learning-based 

decision engine that is constantly upgraded with environmental feedback and modifies to the emerging 

attack patterns [21,22] 
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The existing techniques are often based upon predetermined thresholds or established rules and 

therefore have limited ability to detect sophisticated/evolving threats [11-13,42,43,47,48]. In 

comparison, the proposed system adopts a dynamic learning model which enables it to determine more 

complex forms of harmful activity.  The use of behavioral analysis further enhances detection accuracy 

by evaluating a wide range of aspects, including data consistency, anomalous tendencies, and 

distribution of counterfeit data [44-46,49-52] 

3.7 Learning Behavior and System Adaptability 

The main feature of the proposed framework is that it can gradually improve the performance with time 

through the reinforcement learning as depicted in Figure 8. The system tries its decision-making 

approach on the environment as the system experiences the environment and goes on to improve the 

accuracy and detection capabilities through observations [11-13,22]. 

 

Fig 8: Learning curve to demonstrate increased performance of the systems as time passes. 

The learning curve relates to the fact that the system becomes more precise due to more experience, 

which outlines the effectiveness of the self-evolving trust system. This quality is particularly important 

in the environment of the IoV, where the network conditions and attacks are actively developing.[8,47-

50] 

3.8 Scalability and System Efficiency 

The proposed framework has strong scalability due to the distributed solution and efficient management 

of the resources. Edge computing relieves the burden of processing on the central servers and blockchain 

offers secure and decentralized storage of data.  Unlike traditional systems that experience decreasing 

performance with increasing network size, the proposed framework also maintains its stable 

performance in large IoV systems. The scalability is achieved through distributed processing and 

improved data management as demonstrated in the previous literature on edge computing and 

distributed systems [28,31,42,48]. 

4. Discussion 

It is clear that the proposed framework eliminates the limitations of current methods of trust 

management. By combining blockchain, reinforcement learning, and edge computing, a unified solution 

that balances equality in terms of security, flexibility, and performance is availed.  Blockchain ensures 

the integrity and transparency of data, reinforcement learning allows making adaptive and smart 

decisions, and edge computing provides processing with a minimum amount of latency 
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[18,28,31,42,44]. The combination of these factors results in a system that is more robust yet scalable 

and therefore best suited to real-world uses of the IoV. Although beneficial, the suggested structure 

involves extra computational costs because of reinforced learning and blockchain activities that can be 

reduced in future studies [47,48]. 

 Further, the proposed system has high resilience to malicious attacks and unstable network conditions. 

The ability to adapt and learn continuously ensures long-term reliability and efficiency, which is crucial 

to future sophisticated smart transport systems [46,49,52]. The experimental results confirm that the 

proposed self-evolving, trust-aware model provides significant improvements in the accuracy of trust, 

the response latency, and the accuracy of attack detection compared to existing mechanisms. The 

framework provides a robust and scalable method of regulating trust in IoV systems through 

incorporation of secure data handling, scalable learning and real-time computation [6-8,14,23-27]. 

Overall, the proposed approach represents a significant breakthrough in the field and provides a strong 

foundation on new research in secure and intelligent automotive systems [21,22,47-50]. 

5.  Conclusions 

This article presents a self-developed trust-sensitive architecture of the Internet of Vehicles (IoV) which 

is fueled by reinforcement learning, addressing the fundamental concerns of dynamical trust evaluation, 

security, scaling, and the latency. The framework provides an integrated and effective solution to trust 

management that combines blockchain to achieve a secure and tamper-resilient data storage, 

reinforcement learning to make adaptive decisions, and edge/fog computing to perform the processing 

with a low latency.  

Compared to the outdated statistic or semi-dynamic models, the proposed system enables real-time 

assessing trust by combining behavioral analysis and past blockchain records which are supported by 

continuous learning. This slow process of work ensures real-time trust adjustment, economical 

recognition and separation of hazardous nodes, and safeguarding the confidentiality of information 

through the existent safeguards.  

Scenario simulation with the use of SUMO and NS-3 demonstrates that the proposed framework would 

provide the best trust scores, lower latency, and higher attack-detection rates as compared to the previous 

procedures. These improvements affirm the effectiveness of incorporating the secure data manipulation, 

intelligent learning and distributed computing.  

In short, the work presents a scalable, flexible, and convincing framework of handling trust that propels 

ahead the existing frontiers in the IoV and sets a strong basis to a future of computer-driven vehicular 

systems. 
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